
Kiosk-based enrollment

NFC smartphone-based enrollment



ITEM PROTOCOLS, STANDARDS
AND SPECIFICATIONS

Web ID Management Layer Open ID Connect based on OAuth2

Security & Privacy •
solution based on certified

• Support of tamper proof hardware
originality check in association 
with MIFARE® IC

• End-to-end attribute 
encryption (from mobile
device to service provider

Laws & Level of 
Assurances (LOAs)

• NIST 800-63 (US)
• eIDAS regulation (Europe) 
• GDPR (Europe)

legal frameworks and regulations

Original Root Electronic
Document

• NFC - ISO 14443
• Passport - ICAO 9303
• International Driving License -

ISO 18013
• National eID / European Citizen

Card / eIDAS
• NIST (PIV)
• Secure Signature Creation Device

- SSCD
• PKI / Digital Signature - PKCS#11,

PKCS#15 
• European Health Insurance Card

Back-End System • Spring Framework
• Apache HTTP server
• JBoss/Tomcat Apps Server
• SAML/JSON/XML Interfaces
• JWT for tokens
• PostgreSQL Database
• Swagger UI

PKI Infrastructure • OCSP and CRL protocols
• EJBCA server

SDK for Mobile OS iOS and Android

modules

Certifiable end-to-end

Adaptive workflow to comply with


