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1 EdgelLock SE05x ease of use configuration

AN12404

The IoT device identity should be unique, verifiable and trustworthy so that device
registration attempts and any data uploaded to AWS IoT Core can be trusted by
the OEM. AWS loT Core verifies the device identity using PKI cryptography. This
authentication scheme requires that the associated private key remains secret and
hidden from users, software or malicious attackers during the product's lifecycle.

The EdgelLock SE05x security IC is designed to provide a tamper-resistant platform
to safely store keys and credentials needed for device authentication and device
onboarding to cloud service platforms such as AWS loT Core. Using the EdgelLock
SE05x security IC, OEMs can safely connect their devices to AWS loT Core without
writing security code or exposing credentials or keys.

However, key generation and injection into security ICs can introduce vulnerabilities if
not done properly. Manual provisioning can lead to errors and is difficult to scale when
more devices are needed. Also, to ensure keys are kept safe, injection should take place
in a trusted environment, in a facility with security features like tightly controlled access,
careful personnel screening, and secure IT systems that protect against cyberattacks and
theft of credentials, among others.

In order to allow OEMSs to get rid of the complexity of key management and to offload the
cost of ownership of a PKI infrastructure, the EdgeLock SEQ05x is offered pre-provisioned
for ease of use. This means that OEMs are not required to program additional credentials
and can leverage the EdgelLock SE05x ease of use configuration for most of the use
cases, including for secure cloud onboarding of their devices to AWS IoT Core.

Note: NXP is offering the EdgelLock 2GO service, which supports different options for
provisioning your devices and onboarding your devices to AWS IoT Core. You can find
more details about Edgelock 2GO at www.nxp.com/edgelock2go.

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.
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2 Leveraging EdgeLock SE05x for AWS loT Core device onboarding

AN12404

The security architecture of the AWS loT Core uses X.509 certificates and TLS
authentication for device onboarding. AWS loT Core implements a feature called Multi-
Account Registration, which simplifies the device registration process and makes it
possible to onboard devices without requiring the registration of a CA certificate in AWS
loT Core.

The EdgelLock SE05x is pre-qualified to work with AWS loT Core Multi-Account
Registration feature, meaning that the pre-provisioned credentials in EdgeLock SE05x
are qualified to connect to AWS IoT Core by default,. This way, devices can connect to
AWS loT Core by just registering the device certificate stored in EdgeLock SE05x.

Figure 1 illustrates the device registration flow using EdgeLock SE05x ease of use
configuration:

1. NXP delivers a quantity of EdgeLock SE05x ICs based on a purchase order to the
OEM's manufacturing facility.

2. The OEM's device manufacturer assembles the EdgelLock SE05x ICs and deploys the
software into the final IoT devices. It also needs to take care to read out the device
certificate from the EdgeLock SE05x samples.

3. The OEM, as the system operator, manages the AWS loT Core account and registers
on it every device by registering its device certificate.

4. loT devices boot up and automatically connect to AWS loT Core service using the
pre-provisioned credentials inside EdgeLock SE05x.

Register device )
certificate certificate SUbSCFIptIOn

Read devi
EdgeLock ead device

SE050 . = loT device

&»+eﬂ ]2 aws

Chip OEM'’s device 6))
manufacturer manufacturer Ship loT
device to loT device
end-user onboarded!
-
0 = Y'Y
T
End
customer

Figure 1. AWS loT Core device registration flow
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3 Running AWS loT Core device onboarding project example

The AWS loT Core project example showcases how to leverage EdgelLock SE05x
security IC to set up trusted connections to AWS loT Core cloud. This section explains
how to run the AWS project example included as part of the EdgeLock SE05x support
package.

Note: The AWS device onboarding procedure described in this section and the AWS
demo example are provided only for evaluation purposes. Therefore, the subsequent
procedure must be adapted and adjusted accordingly for a commercial deployment.

3.1 Hardware required

This guide provides detailed instructions to the AWS IoT Core project example using the
hardware described below. However, you could use other MCU / MPU boards supported
by EdgelLock SE05x Plug & Trust Middleware for this purpose as well.

1. OM-SEO50ARD development kit:

Table 1. OM-SE050ARD development kit details
Part number 12NC Content Picture

OM-SEO050ARD 935383282598 EdgeLock SE050
development board

2. FRDM-K64F board:

Table 2. FRDM-K64F details
Part number 12NC Content Picture
FRDM-64F 935326293598 Freedom

development platform

for Kinetis K64, K63
and K24 MCUs

3.2 Sign up for an AWS loT Core account

Amazon offers 12 months of free tier access. To create an AWS loT Core account:

AN12404 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.
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1. Go to https://aws.amazon.com/iot-core/ and click Get started for free button as shown
in Figure 2:

AWS loT Core Overview Features Pricing Getting Started Resources FAQs 10T Core Partners v

AWS loT Core

Easily and securely connect devices to the cloud. Reliably scale to billions of devices and trillions of messages.

Get started for free

Figure 2. Get started with AWS loT Core for free

2. If you already have an account with AWS, you will be prompted to log in. If you do not
have an account yet, click on Create a new AWS account as shown in Figure 3:

aws
Signin e

Em:llll address of your WS ascount

Create 3 new AWS accaunt

Figure 3. Sign in or create a new AWS loT Core account
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Continue as shown in Figure 4:

3. Next, fill in the form with your email, password, AWS account name and click

Email address

Password

Confirm password

AWS account name @

i Continue

Create an AWS account

Sign in to an existing AWS account

@ 2019 Amazon Web Services, Inc. or its affiliates
All i reserved

Figure 4. Create an AWS loT Core account
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4. Select the account type, complete the fields with your contact details and click Create

Account and Continue as shown in Figure 5:

Contact Information

Ali fields are required.
Please select the account type and complete the fields below with your contact details.

Account type @

® Professional Personal

Full name

Company name
Phone number
Country/Region

Address

City
State / Province or region
Postal code

» Check here fo indicate that you have read
and agree to the terms of the AWS
Customer Agreement

i Create Account and Continue -

Figure 5. Create an AWS loT Core account - Contact information

5. Supply a valid credit or debit card and click Secure Submit as shown in Figure 6.

AWS will use it to verify your identity (i.e.there might be a record for a $1 transaction
on your bank statement that will be automatically returned). AWS will not charge you

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.
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unless your usage exceeds the AWS Free Tier Limits. You can check the limits in Free
Tier Limits.

Payment Information

Please type your payment information so we can verify your identity. We will not charge
you unless your usage exceeds the AWS Free Tier Limits. Review frequently asked
questions for more information.

Credit/Debit card number

Expiration date

v v

Cardholder's name

Billing address
® Use my contact address

Use a new address

Secure Submit . -

Figure 6. Create an AWS loT Core account - Payment information
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Application note Rev. 1.6 — 15 January 2021
535216 9/67



https://aws.amazon.com/es/free/
https://aws.amazon.com/es/free/

NXP Semiconductors AN12404

AN12404

EdgeLockTWI SE05x for secure connection to AWS loT Core

6. Verify your phone number to confirm your identity as shown in Figure 7. When you

continue, the AWS automated system will contact you with a verification code.

Confirm your identity

Before you can use your AWS account, you must verify your phone number. When you
continue, the AWS automated system will contact you with a verification code.

How should we send you the

verification code?

® Text message (SMS) Voice call

Country or region code
Phone number

Security check

<)

\n2eps

n72ep5

Contact me . 4Em

Figure 7. Create an AWS loT Core account - Confirm your identity
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7. Enter the verification code that was sent to your cell phone and click Verify code as
shown in Figure 8:

Enter verification code

Enter the 4-digit verification code that you received on your phone.

Verity Code 4=

Having trouble? Sometimes it takes up to 10 minutes to receive a verification code. If it's been
longer than that, retum to the previous page and enter your number again.

Figure 8. Create an AWS loT Core account - Enter verification code

AN12404 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.
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Your identity is validated. Choose Basic to obtain a free subscription as show in

Figure 9

EdgeLockT"'I SE05x for secure connection to AWS loT Core

==

( )
Lo
Basic Plan

Free

Included with all
accounts

24T self-service access
to forums and resources

Best practice checks to
help improve security
and performance

Access to health status
and nofifications

Select a Support Plan

[LJ

-
Developer Plan

From $29/month

For early adoption,
testing and development

Email access to AWS
Support during business
hours

1 primary contact can
open an unlimited
number of support cases

12-hour response time
for nonproduction
systems

Need Enterprise level support?

AWS offers a selection of support plans to meet your needs. Choose the support plan that
best aligns with your AWS usage. Learn more

Business Plan

From $100/month

For production workloads
& business-critical
dependencies

2417 chat, phone, and
email access to AWS
Support

Unlimited contacts can
open an unlimited
number of support cases

1-hour response time for
production systems

Contact your account manager for additional information on running business and mission
critical-workloads on AWS (starting at $15,000/month). Learn more

Figure 9. Create an AWS loT Core account - Select a support plan
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In a few minutes, you will receive via email the account creation confirmation. On the
welcome page, choose Get started as shown in Figure 10:

AWS loT

AWS loT is a managed cloud platform that lets connected devices - cars,
light bulbs, sensor grids, and more - easily and securely interact with cloud
applications and other devices.

-

Figure 10. AWS Management Console - 10T landing page

10.To get started with AWS IoT Core, click Services and then loT Core from the AWS

Management Console as shown in Figure 11:

= o ‘ @ AWS Management Con: X ‘ + v
(= — (il {nr O https://us-east-2.console.aws.amazon.com/console/home?nc2=h_ctéreg 15-east-2&src=header-signin#
s ~  Resource Groups v *
Histo (
ry iot core
Console Home I
IoT Core
Billing . Connect Devices to the Cloud
EC2 AWS RoboMaker Athena
Lightsail & EMR
ECR CloudSearch
ECS eam  Blockchain Elasticsearch Serv
EKS Amazon Managed Blockchain Kinesis
Lambda QuickSight &
Batch . Data Pipeline
,Jg‘v“ Satellite P
Elastic Beanstalk AWS Glue
Ground Station
Serverless Application Repository MSK
Management & Governance
Storage -j o Security, Identit'
AWS Organizations
83 1AM
CloudWatch
EFS . Resource Access |
AWS Auto Scaling
FSx Cognito
CloudFormation
S3 Glacier Secrets Manager
CloudTrail
Qtarano Ratowa Auarrfoh
Figure 11. AWS Management Console - AWS loT Core

Create an AWS loT thing

An AWS |oT thing is a representation of your physical device in the cloud. The AWS
loT thing is an entry in the registry that contains attributes that describe a device. Any

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.

Application note

Rev. 1.6 — 15 January 2021
535216 13/67



NXP Semiconductors AN12404

EdgeLockT'VI SE05x for secure connection to AWS loT Core

physical device needs a thing record in order to work with AWS IoT. To create an AWS
loT thing, follow these steps:

1. From the AWS loT Core dashboard, go to Manage, go to Things and click on the
Register a thing button as shown in Figure 12:

Qﬂs Services v  Resource Groups v *
@ AWS loT
QL
= &
Monitor \"“\he' EL
Onboard \o; .
Manage
Types

Thing Groups
You don't have any things yet

Billing Groups

Athing is the representation of a device in the cloud,
Jobs
Secure Learn more a
Defend
Act
Test

Figure 12. Go to the AWS loT Things menu

2. A new menu called Creating AWS IoT Things will be opened. Click on the Create a
single thing option as shown in Figure 13

aws

Services v Resource Groups v *

Creating AWS loT things

An loT thing is a representation and record of your phyisical device in the cloud. Any physical
device needs a thing record in order to work with AWS loT. Learn more.

Register a single AWS loT thing

Create a thing in your registry - Create asingle thing
Bulk register many AWS IoT things

Create things in your registry for a large number of devices already using AWS loT, or Create many things
register devices so they are ready to connect to AWS loT.

Cancel Create a single thing

Figure 13. Select Create a single thing option

AN12404 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.
Application note Rev. 1.6 — 15 January 2021
535216 14 /67




NXP Semiconductors AN12404

EdgeLockT'VI SE05x for secure connection to AWS loT Core

3. A new form called Add your device to the thing registry will be opened. For the
purpose of this demo, you only need to fill in the AWS IoT Thing name and click Next
as shown in Figure 14

Services v Resource Groups v *

CREATE ATHING

Add your device to the thing regis!

This step creates an entry in the thing registry and a thing shadow for your device.

Name
[om | <=M

Apply a type to this thing

Using a thing type simplifies device management by providing consistent registry data for things that share a type. Types provide things with a
common set of attributes, which describe the identity and capabilities of your device, and a description.

Thing Type

No type selected - Create a type

Add this thing to a group
Adding your thing to a group allows you to manage devices remotely using jobs.

Thing Group

Groups / Create group Change

Set searchable thing attributes (optional)
Enter a value for one or more of these attributes so that you can search for your things in the registry.

Attribute key Value

Clear

Show thing shadow ~

Figure 14. Add your device to the thing registry

AN12404 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.
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4. Click on Create a thing without certificate to complete the AWS loT Thing creation
as shown in Figure 15. The certificate for your loT Thing will be added later on in this

tutorial.

aws

Figure 15.

Services v Resource Groups v *

CREATE ATHING

Add a certificate for your thing

A certificate is used to authenticate your device's connection to AWS loT.

One-click certificate creation (recommended)

This will generate a certificate, public key, and private key using AWS loT's certificate
authority.

Create with CSR

Upload your own certificate signing request (CSR) based on a private key you own.

& Create with CSR

Use my certificate
stay
Register your CA certificate and use your own certificates for one or many devices.

Skip certificate and create thing
You will need to add a certificate to your thing later before your device can connect to AWS Create thing without certificate

loT.

g
i

Create a thing without certificate

5. Now, your AWS loT Thing should be created and visible in your AWS loT Core
dashboard as shown in Figure 16

aws

Monitor
Onboard

Manage
Things

Types

Jobs
Secure
Defend
Act

Test

Figure 16.

&p aws ot

Thing Groups

Billing Groups

Services v Resource Groups v *

Things m Q

Configure fiet indexing @ Card ¥

® e

Confirm AWS loT Thing creation

Create a policy

AWS |oT policies are used to authorize your device to perform AWS loT operations, such
as subscribing or publishing to MQTT topics. To allow your device to perform AWS loT

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.
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operations, you must create an AWS loT policy and attach it to your device certificate. To
create an AWS IoT policy, follow these steps:

1. From the AWS loT Core dashboard, go to Secure, go to Policies and click on the
Create a policy button as shown in Figure 17:

&P aws o

Figure 17. Go to the AWS loT policies menu

axvs Services ~ Resource Groups v *

Monitor /—\
Onboard
Manage

Secure

Certificates

roices <IN

CAs

You don't have any policies yet

AWS 10T policies give things permission to access AWS IoT resources (like other things, MQTT topics, of thing shadows).

2. A new menu called Creating a policy will be opened. Fill in a name for your AWS loT
policy and click on Advanced mode option as shown in Figure 18

Figure 18. Create a policy name and go to Advanced mode.

aﬂs, Services v Resource Groups v *

Create a policy

Create a policy to define a set of authorized actions. You can authorize actions on one or more resources (things, topics, topic filters). To leam
more about loT policies go to the AWS IoT Policies documentation page.

Name
= | @EI

Add statements
Policy statements define the types of actions that can be performed by a resource. n Advanced mode

Action

Resource ARN

Effect

Allow || Deny

Add statement

AN12404
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3. Use the text box to personalize your policy with the following text:
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iot:*",
"Resource": "x"
H
}
Click on Create button as shown in Figure 19.

awg Services v Resource Groups v *

Create a policy

Create a policy to define a set of authorized actions. You can authorize actions on one or more resources (things, topics, topic filters). To leam
more about loT policies go to the AWS loT Policies documentation page.

Name

my_policy

Add statements

Policy statements define the types of actions that can be performed by a resource. Basic mode

Add statement

Figure 19. Personalize your AWS loT Core policy

AN12404 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.
Application note Rev. 1.6 — 15 January 2021
535216 18/67




NXP Semiconductors AN12404

EdgeLockTWI SE05x for secure connection to AWS loT Core

4. Now, your AWS IoT policy should be created and visible in your AWS loT Core
dashboard as shown in Figure 20

aws1 Services v Resource Groups *

“(’{& AWS loT Policies Q

Monitor

Onboard my_policy -

Manage

Secure
Certificates
Policies
CAs
Role Aliases

Authorizers

Defend

Figure 20. Confirm AWS loT policy creation

3.5 Extracting credentials from EdgeLock SE05x

We will be using ECC credentials in this example, corresponding to key ID 0xF0000000
and certificate ID 0xF0000001. You can use any of the available certificates that are pre-
provisioned in your EdgeLock SE05x. Please refer to AN12436 - SE050 Configurations
for a list of available key and certificate IDs.

3.5.1 Download EdgeLock SE05x Plug & Trust Middleware

Follow these steps to download the EdgeLock SE05x Plug & Trust Middleware in your
local machine:

1. Download EdgelLock SE05x Plug & Trust Middleware from the NXP website.

AN12404 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.
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2. Create a folder called se050_middleware in C: directory as shown in Figure 21:

3 =] - Drive Tools  Local Disk (C:)
Home Share View Manage
<« v A4 &. > ThisPC > Local Disk (C)
= Pictures # A Name Date modified Type Size
mMisic Intel 2/25/2019 412 AM  File folder
Projects nxp 3/7/2019 1:28 AM File folder
& Videos PEMicro 3/7/2019 1:34 AM File folder
/ / 4 il
& OneDrive Perflogs 4/11/2018 4:38 PM File folder
Program Files 3/11/2019 4:05 AM File folder
5 This PC Program Files (x86) 3/11/2019 3:28 AM File folder
# 3D Objects Projects 3/11/2019 6:17 AM File folder
m Desktop Python27 3/11/2019 4:53 AM File folder
= Documents se050_middleware « 3/11/2019 6:27 AM File folder
& Downloads Users 2/25/2019 5:06 AM File folder
. Windows 3/11/2019 3:38 AM File folder
D Music
—| Recovery 2/25/2019 12:46 PM Text Document 0KB
= Pictures
H Videos
£ Local Disk (C)
~ USB DISK (E)
~~ USB DISK (E})
Figure 21. Create se050_middleware folder

3. Unzip the EdgeLock SE05x Plug & Trust Middleware inside the se050 middleware
folder. After unzipping, you will see a folder called simw-top created. The contents of
the simw-top directory should look as shown in Figure 22:

[ [ = | simw-top - o X
Home Share View [2]
« “ 4[> ThisPC > 0S(C) > se050_middleware > simw-top ‘ Search simw-top »
Name Date modified Type Size
# Quick access
akm File folder
fa MobileKnowledge binaries File folder
> O ThisPC demos File folder
doc File folder
wa USB Drive (D:) ext File folder
host File folde
B iiion: ostlib ile folder
projects File folder
pycli File folder
scripts File folder
555 File folder
tools File folder
| CMakeLists.txt Text Document 3KB
EULA.pdf Adobe Acrobat D 134K8
PlugAndTrustMW.pdf Adobe Acrobat D. 11,252K8
[5] README First.txt Text Document 1KB
Third Party License.pdf Adobe Acrobat D... 369 KB
5] version_info.txt Text Document 1KB
17items D -

Figure 22. Unzip se050 middleware

Note: It is recommended to keep se050 middleware with the shortest path possible
and without spaces in it. This avoids some issues that could appear when building the
middleware if the path contains spaces.

AN12404 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.
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3.5.2 Flash FRDM-K64F with VCOM software

The VCOM software allows the FRDM-K64F board to be used as a bridge between the
Windows machine and the EdgeLock SE05x and enables the execution of the EdgeLock

SE05x ssscli tool and other utilities from the laptop. To flash the VCOM software into
the FRDM-KG64F, follow these steps:

1. Unplug and plug again the USB cable to the openSDA USB port as shown in
Figure 23:

° Unplug
o < [

OpenSDA port £

Figure 23. Unplug and plug OpenSDA port

2. When you plug the board, your laptop should recognize the board as an external drive
as shown in Figure 24:

-l M =1 Drive Tools ~ FRDM-K64FD (E:)
Home Share View Manage
1 = > FROM-KS4D (E) «
A Neme - Date modified Type Size
# Quick access
|E] DETAILS.TXT 3/22/2016 430PM  Text Document 1KB

fas MobileKnowledge [¢] PRODINFO.HTM 3/22/2016 4:30PM  HTMFile 1KB
v @ ThisPC

8 3D Objects

[ Desktop

|£ Documents

& Downloads

D Music

=] Pictures

B videos

= 0S(C)

w USB Drive (D:)
s FRDM-KB4FD (E:)

> wm FRDM-KB4FD (E:)

Figure 24. FRDM-K64F drive
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3. Flash the VCOM software to FRDM-K64F. The VCOM software binary can be found

in the EdgeLock SE05x Plug & Trust Middleware package, inside the simw-top
\binaries folder as shown in Figure 25:

I = | binaries
Home Share View

<« v 4 > ThisPC » 0S(C) » se050_middleware > simw-top > binaries «

~

Name Date modified
3 Quick access
pySSSCLI
fa MobileKnowledge [ ] a7x_vcom-SCI2C-evkbimxrt1050-A71XX.bin
» [ This PC | ] a7x_vcom-SCI2C-frdmk64f-A71XX.bin
| | a7x veom-T10l2C-evkbimxrt1050-SE050x.bin
w USB Drive (D:) | | ] a7x_vcom-T10l2C-frdmk64f-SE050x.bin | 6/5

¥ Network

Figure 25. VCOM binary folder

4. Drag and drop or copy and paste the a7x vcom-T1oI2C-frdmk64f-SE050x.bin

file into the FRDM-K64F drive from your cBmputer file explorer as shown in Figure 26:

-l M < | Drive Tools ~ FRDM-K64FD (E:)
Home  Share  View Manage
P == > FRDM-K64FD (E:)

A Name Date modified Type Size

|=| DETAILS.TXT
f MobileKnowledge |2] PRODINFO.HTM

# Quick access

016 4:30 PM Text Document 1KB
4:30PM HTM File 1KB

v [ ThisPC
B 3D Objects

B Desktop \
|| Documents

& Downloads

D Music

=] Pictures

B Videos

#os©)
= USB Drive (D)

s FRDM-K64FD (E:)

> wm FRDM-K84FD (E:)

Figure 26. Drag and drop VCOM binary

5. The serial and VCOM ports should be recognized by your Device Manager. To check

that the ports are recognized, follow the steps indicated in Figure 27:

a. Unplug the USB cable from the OpenSDA USB port.

b. Plug the USB cable to the OpenSDA USB port.

c. Check that the serial port is recognized in the category Ports (COM & LTP). In
this document, it is recognized as USB Serial Device (COM7) but this naming
might change depending on your computer. Therefore, it is important that you
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identify which device is recognized at the moment you plug the SDA USB port to
the computer.

d. Plug the USB cable to the K64F USB port.

e. Check that the VCOM port is recognized in the category Ports (COM & LTP).
In this document, it is recognized as Virtual Com Port (COMS) but this naming
might change depending on your computer (e.g. It could also appear named as
USB Serial Device). Therefore, it is important that you identify which device is
recognized at the moment you plug the K64F USB port to the computer.

& Device Manager = o X

File Action View Help

e mHEm =

3 Computer ~
(& ControlVault Device e Unplug
s Disk drives -

I Display adapters S N < |

3 Firmware
{i# Human Interface Devices OpenSDA port

&7 Jungo Connectivity

E= Keyboards

.1 Memory technology devices °
® Mice and other pointing devices Plug
[ Monitors

& Network adapters
Portable Devices
v §@ Ports (COM &LPT)

B Software devices

@ Intel(R) Active Management Tecanology &l (COM3)
) USB Serial Device (COM7) a Check serial port *

§ Virtual Com Port (COM8)
=0 Print queues . Plug
[ Processors Check VCOM port
Proximity devices
7 Security devices =
4l Smart card readers =
¥ Software components "EE] =

B < B

OpenSDA port 7

K64F USB port

i Sound, video and game controllers

* Port naming might change depending the computer )
G Starane controllere

Figure 27. Check VCOM and serial ports

Note: Please note that it is possible that either of the two COM ports is not detected
when using low-quality or charge-only USB cables.

3.5.3 Read device certificate from EdgelLock SE05x

To read the device certificate from EdgeLock SE05x storage, follow these steps:

1. First, open a command prompt and navigate to C: \se050 middleware\simw-top
\binaries\pySSSCLI.

Send >cd C:\se050 middleware\simw-top\binaries\pySSSCLI.

2. Connect to the EdgelLock SE05x using the executable ssscli.exe. You need to
indicate the VCOM port number corresponding to the K64 USB port of your board
(See Section 3.5.2).

Send >ssscli connect se050 vcom COMO.
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3. We shall first make sure that the chosen keys we will be using are indeed available in
the EdgelLock SE05x. To do this, we will fetch a list of available keys.
Send >ssscli se05x readidlist. As shown in Figure 28, we can confirm that
the desired keys are available.

: @Xfoeoo030
: 0Xfoe0e003
: 9Xfeeees01

Xf0000002

: @X7fffe2e6

i C:\Windows\System32\cmd.exe

50_middleware\simw-top\binaries\pySSSCLI>ssscli connect se@5@ vcom COM9

imw-top\binaries\pySSSCLI>ssscli se@5x readidlist

CoM9 "

(Public Key)
(Public Key)

AES
USER-ID
USER-ID
USER-ID
COUNT
AES
BINARY

(Key Pair)

Figure 28. Connect to the EdgeLock SE05x using ssscli and read certificate ID list

4. We will now retrieve the device certificate from the EdgelLock SE05x.
Send >ssscli get cert 0xF0000001 device cert.cer.Asshownin
Figure 29, the certificate has been written to a file in the current path.

5. Finally, disconnect the communications to the EdgeLock SE05x. If the channel is not
closed properly, you won't be able to establish a new connection until this command is

executed.

Send >ssscli disconnect.

B C:\Windows\System32\cmd.exe

Retrieved Certificate from KeyID = ©xF0000001

C:\s5e050 middleware\simw-top\binaries\pySSSCLI>

(=

rt OxFOeeee1 device_cert.cer

Figure 29. Get the certificate from the EdgeLock SE05x using ssscli

3.6 Registering device certificate in AWS loT Core

The next step is to register the device certificate in AWS loT Core. For that, follow these

steps:
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1. From the AWS loT Core dashboard, go to Secure, go to Certificates and click on the
Create a certificate button as shown in Figure 30:

&P aws ot

Figure 30. Go to the AWS loT Certificates menu

aV_VS‘ Services v  Resource Groups ~ *

Monitor
Onboard
Manage '\_/

Secure
Certificates
Plcks You don't have any certificates yet
CAs Certificates help things establish a secure connection

===

Learn more
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2. A new menu called Create a certificate will be opened. Click on the Get started option
as shown in Figure 31:

Figure 31

Services v Resource Groups v *

Create a certificate

A certificate is used to your device's ¢ ion to AWS loT.

One-click certificate creation (recommended)

This will generate a certificate, public key, and private key using AWS IoT's certificate Create certificate

authority.

Create with CSR

Upload your own certificate signing request (CSR) based on a private key you own.

& Create with CSR

Use my certificate

g
§
g

Register your CA certificate and use your own certificates for one or many devices.

. Register a certificate

A new menu called Select a CA will be opened. In this menu, choose Next as shown
in Figure 32:

aws

Services

AWS loT

Monitor

Activity
» Onboard

¥ Manage
Things
Types
Thing groups
Billing groups
Jobs

Tunnels

v

Greengrass

¥ Secure
Certificates
Policies
CAs
Role Aliases

Authorizers

» Defend

Figure 32.

v jordijofre Frankfurt ¥ Support

X AWS loT Certificates Create a certificate Selecta CA

Selecta CA

Select or register the CA certificate used to sign your device certificates. To use device certificates that are not signed by a
registered CA, just select Next. Learn more.

Registered CAs

Search CA certificate

No match found
There is no CA certificate in your account.

Register CA
Cancel » Next

Select CA menu

AN12404
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3. On Register existing device certificates, choose Select certificates, and select the
certificate exported from EdgelLock SE05x in Section 3.5, as shown in Figure 33:

aWs  services v 4 ordijofre ¥  Frankfurt ¥ Support ¥
AWS loT X AWS 0T > Certificates > Createacertificate > SelectaCA > Register existing device certificates
Monitor
Activity Register existing device certificates
» Onboard
v Manage You can upload up to 10 device certificates at one time. If you selected a CA, make sure you upload only certificates signed by that
CA. Learn more.
Things
Existing certificates
Types

Thing groups You have not selected any device certificates to upload yet.

Billing groups
» 2 Select certificates
Jobs

Tunnels

se050_middleware > simw-top » binaries > pySSSCU v o

v

Greengrass

En

¥ Secure
Certificates

Policies

CAs

Role Aliases

Authorizers

Figure 33. Register existing device certificate

4. After closing the file dialog box, select Activate all and then click on Register
certificates, as shown in Figure 34:

aygs Services ¥ L jordijofre w  Frankfurt v  Support ¥

= 6]
AWS loT X AWS loT Select a CA

Certificates Create a certificate Register existing device certificates

Monitor
Activity Register existing device certificates

» Onboard

v Manage You can upload up to 10 device certificates at one time. If you selected a CA, make sure you upload only certificates signed by that
CA. Learn more.
Things
Existing certificates
Types

Thing groups Activate all Unselect all

Billing groups .
device_cert.cer

Jobs Remove

Tunnels
L. Select certificates

v

Greengrass

v Secure

Certificates
Cancel Register certificates Done
Policies J

CAs
Role Aliases

Authorizers

» Defend

Figure 34. Activate device certificate

The device certificates that are registered successfully appear in the list of certificates.

3.7 Attach AWS Thing and policy to the certificate

Finally, we only need to attach the thing and policy we created back in Section 3.3 and
Section 3.4, respectively, to the newly registered device certificate. Go to the AWS loT
Core administration console and follow the steps:
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1. Attach your thing to the certificate following the instructions shown in Figure 35.

a. Click on the top right corner to go to the device certificate options.

b. Click on Attach a thing.
c. Select the AWS loT Thing you created in Section 3.3. In this example, it was called

my_thing.

d. Click on the Attach button.

aws  Services ¥

AWS loT

Monitor

Activity

v

Onboard

¥ Manage
Things
Types
Thing groups
Billing groups
Jobs

Tunnels

v

Greengrass

<

Secure
Certificates
Policies
CAs

Role Aliases

Authorizers

» Defend

Feedback  English (US) v

AWS loT Certificates
Certificates
Search certificates
Name Status
704¢90b4a637c035d35def2efb1fb254eb58e944f181452¢c5¢2201655756d2%¢ Active

Attach things to certificate(s)

Things will be attached to the following certificatels):

704c90b4637c035d35def2efb1fb254eb58e944f181452cc5c2201655756d2%

Choose one or more things

» @ my_thing

Figure 35. Attach a thing to your device certificate

jordijofre v Frankfurt ¥ Support ¥

» Attach thing

®

Activate
Deactivate
Revoke

Accept transfer
Reject transfer
Revoke transfer
Start transfer

Attach policy

Download

Delete

Privacy Policy  Terms of Use
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2. Attach your policy to the certificate as shown in Figure 36.
a. Click on the top right corner to go to the device certificate options.
b. Click on Attach a policy.
c. Select the AWS loT Policy created in Section 3.4. In this example, it was called
my_policy.
d. Click on the Attach button.

£ ordijofre v Frankfurt v Support ¥

®
AWS loT X AWS loT Certificates
Monitor Certificates m
Activity
» Onboard Search certificates
¥ Manage
Name Status
Things
Types 704c90b4637C035d35def2efb1fb254ebS58e944F181452¢c5c2201655756d29e Active
Thing groups Activate
e - Deactivate
Billing groups Attach policies to certificate(s)
Revoke
Jobs
Accept transfer
Tunnels Policies will be attached to the following certificate(s): Réj?(f transfer
704c90b4637c035d35def2efb1fb254eb58e944f181452cc5¢2201655756d29%
» Greengrass Revoke transfer
s Choose one or more policies Start transfer
v
meure » Attach policy
Certificates Attach thing
Policies Download
@ my_policy
CAs Delete

Role Aliases

Authorizers

2 oty selactad » =3

» Defend

Feedback  English (US) v

Figure 36. Attach a policy to your device certificate

3.8 AWS loT Core project configuration

3.8.1

To run the AWS project example using the FRDM-K64F board, we need to:

¢ Download and install the FRDM-K64F SDK

¢ Import AWS loT Core example project

» Configure AWS IoT Core project account settings
* Execute AWS |oT Core example project

Note: Before running the AWS loT Core demo example, you need to have installed
MCUXpresso IDE and FRDM-K64F SDK in your local environment and imported the
AWS loT Core project example. Check AN12396- Quick start guide to Kinetis K64 for
detailed instructions on:

* How to install MCUXpresso
* How to obtain FRDM-K64F SDK

e How to import FRDM-K64F project examples, including AWS IoT Core project
example.

Download and install the FRDM-K64F SDK

The AWS loT Core device onboarding project example is included as part of the FRDM-
K64F SDK. Install it to your MCUXpresso workspace as shown in Figure 37:

1. Download the FRDM-K64F SDK, publicly available from the NXP website.
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2. Drag and drop the FRDM-K64F SDK zip file in the Installed SDKs section in the
bottom part of the MCUXpresso IDE.

3. Check that the FRDM-K64F SDK is installed successfully.

® ) SOK Import Wizard
Edit Navigate h Project Configlools Run Analysi
(i[5 | ®&~]~ @-iB@ixn @ Please select a board
2 Project .. 31 =g . Board and/or Device selection page
~ SDKMCUs
MCUs from installed SDKs
NXP MIMXRTIOS2x06xB
Kéx
LPCS50x
v MIMXRT1050
MIMXRTI0S200008
() Installed SDKs 52 | [C] Properties (2] Problems &1
O Qui.. 8 0=Vari.. 5 Outl. % Bre.. ®=Go.. = O
@ Installed SDKs
- MCUXpresso IDE - Quickstart Panel To install an SDK, simply drag and drop an SDK (zip file/fol
e ) No project Name
Selected Device: SDKs for selected | 4 5 SDK_2.x_EVKB-IMXRT1050
TargetCore:  cm? Name 4 SDK_2.x_FROM-KG4F ‘-
Description: MIMXRTI052: i.MX® MIMXRTI052 600MHz, 512KB SRAM Microcontrollers 4 SDK_2.x_EVKB-II &3 SDK_2.x_LPCXpresso! 55569
B (MCU) based on ARM® Cortex ®-M7 Core s
@
Figure 37. Import FRDM-K64F SDK

Note: For more detailed instructions on how to install it the FRDM-K64F SDK into our
MCUXpresso workspace, refer to AN12396 - Quick start guide with FRDM-K64F.

3.8.2 Import AWS loT Core example project

The FRDM-K64F SDK includes a project example called se SE050x_cloud aws.
Import it to your MCUXpresso workspace as shown in Figure 38:

1. Click Import SDK examples from the MCUXpresso IDE quick start panel.
2. Select se SE050x_cloud_aws project example and click the Finish button.
3. Check that the project is now visible in your MCUXpresso workspace

Note: For detailed instructions on how to import project examples from FRDM-K64F
SDK, check AN12396 - Quick start guide with Kinetis K64F
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File Edit Navigate Search Project Configlools Run Analysi:
[ | B-& - @~ Bix|m
g5 Project... 2 = (m
eEle% @ ~
O Qui.. & |®=Vari.. 9= Outl.. % Bre.. ®=Go.. = O
"
MCUXpresso IDE - Quickstart Panel
e No project selected
~ Create or import a project
~ Build your project
a:
'
v

38 sOK Import Wizard

4, The source from the SDK will be copied into the workspace.

. Import projects

Project name prefix: | frdmk4f

[ Use default location

If you want to use linked files, please unzip the 'SDK_2.x_FRDM-K64F' SDK.

B8 workspace - Welcome page - MCUXpresso IDE
File Edit Navigate Search Project Configlools Run Analysi
[ ®~-Q-BiOVi@-iBiw|®

-y
(mi}

[ Project... 83 |2, Periphe... ifif Registers {sFaults = O

el ms @ ~

C:\Users\Jordi Jofre\D; MCUXpressolDE_11.00_2516
Project Type

@CProject () C++ Project () C Static Library () C++ Static Library
Examples

[typeto itter

Name

> [0 £ demo_apps
v se_hostlib_examp

se_SE05x_cloud_gep
se_SE05x_cloud_ibm
se_SE0Sx_ex_ecc
se_SE0Sx_ex_hkdf
se_SE0S«_ex_md

= se_SEOSx_ex_rsa

= se_SEOS_ex_symmetric
se_hostlib_mainA7ICH
se_hostlib_se05x_ex_i2cMaster
se_hostlib_se05x_get_info
se_hostlib_se05x_minimal
se_hostlib_vcomATICH

- se_hostlib_vcomSE030

oooooooooooog

v (5 frdmk64f_se SE0Sx_cloud_aws <Debug>
© Project Settings
@) Includes
3 CMmsIs
(3 amazon-freertos
(3 board
(2 component

> (3 device

> @3 drivers
8 libs

> G lwip
(8 mbedtls
(2 mmcau
(3 se_hostlib
(2 source
(8 startup
(5 utilities
(= doc

<=0

O Qui.. 8 a Outl... O Bre.. S ()

MCUXpresso IDE - Quickstart Panel
1) Project: frdmk64f_se_SE0Sx_cloud_aws [Debug]

~ Create or import a project

B8 New project.

B8 import SDK example(s)...

Import project(s) from file system

~ Build your project

& Build
& Clean

5 frdmk64f_se_SE05x_cloud_aws.

Import AWS project in the workspace

Configure AWS loT Core project account settings

We need to change the AWS Rest API Endpoint in the MCUXpresso demo project with
the one in your AWS loT Core account settings. Follow these steps:
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From the AWS IoT Core dashboard, go to Manage, then go to Things and click on
your AWS IoT Thing as shown in Figure 39:

awg Services v Resource Groups v *
S

&p aws ot Things o R

Monitor

Onboard my_thing -
NOTYPE

Manage

Things

Figure 39. Go to your AWS loT Thing

On the left hand side menu, (1) go to Interact. Inside this menu, you will find your (2)
Rest API Endpoint as indicated in Figure 40. Copy this URL.

Ohio v Support v

Services v  Resource Groups v * L jordijofre v

Things >
hings > my_thing

®@e®0D

my_thing

NOTYPE -
Actions ~

Details This thing already appears to be connected. Connect a device

HTTPS

Update your Thing Shadow using this Rest APl Endpoint. Learn more

| an9ryhd19gvfr-ats. iot.us-east-2.amazonaws. com |¢

MQTT

Use topics to enable applications and things to get, update, or delete the state information for a Thing (Thing Shadow)

Learn more

@ Update to this thing shadow

$aws/things/my_thing/shadow/update

Update to this thing shadow was accepted

$aws/things/my_thing/shadow/update/accepted

Figure 40. Find your Rest APl Endpoint

Go to the AWS demo in your MCUXpresso workspace. Navigate to the
aws _clientcredential.h file located in frdmk64f se SE05x cloud aws
\source folder. Replace the clientcredentialMQTT BROKER ENDPOINT
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variable with the Rest API Endpoint of your AWS account obtained in the previous
step, as well as your thing name as created in Section 3.3. Check Figure 41 for
reference.

(B8 workspace - frdmk64f_se_SEOSx_cloud_aws/source/aws_clientcredential.h - MCUXpresso IDE - o 4
File Edit Source Refactor Navigate Search Project ConfigTools Run Analysis FreeRTOS Window Help
(52 B-R{-Eic @-Bix | E2rx2R0-S LI H-0"- Q-5 > § - MR
Quick Access) §| 1 | [o&] 4
) Project .. 53| 2, Periphe... lili Registers %5 Faults = O [B) aws_clientcredentialh 53 =
oE @~ v 49 #endif x
v 5 frdmk64f_se_SEOSx_cloud_aws <De | S —
© Project Settings S N
) Includes ¢| Static const char clientcredentialtQTT_BROKER_ENDPOINT[] - "an9ryhdl9gvfr-ats.iot.us-east-2.amazonaws.com";
@3 cmsis s

3 amazon-freertos

5 board o
5 component

1a110T_THING_NAME

@ device
&3 drivers 6 Port number the MQTT broker is using.
@ libs 1 . " ?
& wip #define clientcredentialtQTT_BROKER_PORT 8853
3 mbedt %
8 mmcau 6 Port number the Green Grass Discovery use for JSON retrieval from cloud is using
83 se_hostlib 6
« @ source 7 #define clientcredentialGREENGRASS_DISCOVERY_PORT 8443
(8 apph o
R aws_bufferpool configh o | = wiez rictwork Sogot

R aws_clientcredential keys.h 1
e s ‘. 72 sdefine clientcredentialVIFI_SSID “Paste WiFi SSIO here."

[0 aws_demo.h
W) awe int canfin h

=0 B Console 33 & =]

No consoles to display at this time.

O Qui. &

- MCUXpresso IDE - Quickstart Panel
Cioe) Project: frdmk64f_se_SE0Sx_cloud_aws [Debug]

~ Create or import a project

~ Build your project
& Build
o Clean

[B] /frdmk54f_se SEOSx_cloud_aws/source/aws_clientcredential.n & O NXP MKS4FN1MOx12 (frdmk..d aws)

Figure 41. Set the Rest API Endpoint and thing name in your project settings

4. On the same Interact menu, you will find MQTT topics that enable applications and
things to get, update, or delete the state information for an AWS thing. For instance,
copy the MQTT update topic as shown in Figure 42:

Services v  Resource Groups v * [\ jordijofre v  Ohio v  Support v

Things > my_thing

®@e 0D

my_thing

NOTYPE

Actions ~

Details This thing already appears to be connected. Connect a device

HTTPS

Update your Thing Shadow using this Rest APl Endpoint. Learn more

anoryhd19gvfr-ats. iot.us-east-2.amazonaws. com

MQTT

Use topics to enable applications and things to get, update, or delete the state information for a Thing (Thing Shadow)

Learn more

@ Update to this thing shadow

$aws/things/my_thing/shadow/update

Update to this thing shadow was accepted

$aws/things/my_thing/shadow/update/accepted

Figure 42. Find your MQTT Update topic
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5. Go to the AWS demo in your MCUXpresso workspace. Navigate to the
aws jitr task lwip.c file located in frdmk64f se SE05x cloud aws
\source folder. Replace the #define PUB TOPIC variable with the MQTT topic
you obtained in Figure 41 as shown in Figure 42.

38 workspace - frdmk64f_se_SEOSx_cloud_aws/source/aws_jitr_task_lwip.c - MCUXpresso IDE
File Edit Source Refactor Navigate Search Project Configlools Run Analysis FreeRTOS Window Help
5 | ®-8-& @-iDixn| BN kIR bUBARRIG- ISP A% -0 - A Oy [IE nid-§-t

[ Project.. 52 e S )

@ Welcome [R) aws_clientcredential.h [©) aws_jitr_task_iwip.c 53 = [al
S L @ v ss_sscp_session_t *sscp_session; ~
e R sscp_context_t sacp;
(2 amazon-freertos
(&3 board
P sia
@ device 55 sdefine SUB TOPIC "Saws/things/" cli 1al10T THING_NAME " P accepted”
@ drivers » #define PUB_TOPIC "Saws/things/my_thing/shadow/update"
@ libs 9 avoid warnings in case of unused parameters in functio rs */
8 wip UNUSED(x) (void)(x)
i
& mmcau
5 se_hostlib
v (3 source -
(W apph P
8 aws_bufferpool_configh aen B
[B aws.clientcredential_keys.h int HandleReceivedisg(char *s)sonString, uint16_t len);
i e chirtcradeniall void awsPubSub(const US ax_uid[A71CH_MODULE_UNIQUE_ID_LEN]);
[B) aws_demoh static MQTTBool_t prvMQTTCallback(void *pvUserData, const MQTTPublishData_t *const pxCallbackParams);
[R aws_iot_config.h
(&) aws_jitr_demo_Main_lwip.c
<m v
TR awe matt anent confin h ¥
O Qui.. 8 8 bl | B Console 32 & % ¥ B-Av=0

No consoles to display at this time.

MCUXpresso IDE - Quickstart Panel
1) Project: frdmk64f_se_SE0Sx_cloud_aws [Debug]

~ Create or import a project

B New project

& Import project(s) fr

~ Build your project

& sid
o Clean

o || Wiitable Smartinsett | 1:1

{ O NXP MKG4FNTMOxax12 (frdmk..d aws

Figure 43. Set the MQTT publish topic

6. Finally, we need to tell the FRDM-K64F board which credentials to use. Recall
from Section 3.5 that we are using key ID 0xF0000000 and certificate ID
0xF0000001. Therefore, navigate to the aws_iot config.h file located in
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frdmk64f se SE05x cloud aws\source folder and set the #define lines
accordingly as shown in Figure 44.

(B8 workspaced - frdmk64f_se05x_cloud_aws/source/aws_iot_config.h - MCUXpresso IDE - =] x
File Edit Source Refactor Navigate Search Project Configlools Run Analysis FreeRTOS Window Help
Hm il | ®-R-BIViHH-0-Q-® vy JBE 10N BN SR bErdRSIO-BHLI% G- F -0
Q gL
&5 Proje.. 22 = B [n aws_client credential_keys.h (€] aws_jitr_task_Iwip.c [B aws_iot_configh 52 | [h ex_sss_main_inch [€) startup_mk64f12.c o=
BISY | @~ 22 #ifndef _ANS_JITR_IOT_CONFIG_H_ "
(8 freertos ~ #define _AWS_JITR_IOT_CONFIG_H_
@
s :‘b’ #if defined(SSS_USE_FTR_FILE)
NP #include "fsl_sss_ftr.h"
(3 mbedtls selse
@ mdio #include "fs1_sss_ftr_default.h"
@ mmcau #endif
@ phy
Get from console
5 se_hostlib A
v (8 source #define AWS_TOT_MQTT_CLIENT_ID "c-sdk-client-id2" ///< MQTT client ID should be unique for every device

B aws_client_credential_keys.h

h
) aws_jitr_ emo_Mam_\w\p.('

s docociacs

s
#define SSS_KEYPAIR_INDEX_CLIENT_PRIVATE 0xFe0000)
#define SSS_CERTIFICATE_INDEX_CLIENT 0xF000001]

(&) aws jitr_task_Iwip.c e
[B FreeRTOSConfigh
[ falsss frh o ek
N i QIT PubSub
W tot-conng. Sommon © #define AWS_IOT_MQTT_TX_BUF_LEN \
> [8 semihost hardfautc 111 An is sent out through the MQTT layer. The copied into uffer anytine a publish is done. Thi
v (@ startup 455 #define AWS_IOT_MQTT_RX_BUF_LEN \
[& startup_mk64f12.c v | 46 512 ///< Any message that comes into the device should be less than r size. If a ed is bigger than this buffe v
< > < >
O Quickstart... 33 akpo =n B Console 13 & ) EX%R KEBEEE #B-8-=0

<terminated> frdmks4f_se0Sx_cloud_aws LinkServer Debug [C/C++ (NXP Semiconductors) MCU Application] frdmKk84f_se0Sx_cloud_aws.axf
A [MCUXpresso Semihosting Telnet console for 'frdmke4f_seesx_cloud_aws LinkServer Debug’ started on port 59081 @ 127.9.0.1]
MCUXpresso IDE - Quickstart Panel
o)) Project: framks4f_se05x_cloud_aws [Debug]

~ Create or import a project [Closed Telnet Session]
— B New project.
®

® Import project(s) from file system.

~ Build your project
@ & Build
& Clean v

@ Writable Smart Insert 37:48:1180 O NXP MK64FN1MOi00c12 (frdmbk...d aws)

Figure 44. Setting the credential IDs

Everything is now fully ready to run the demo on the FRDM-K64F board. Please jump
back to Section 3.9 to execute the demo project and verify that everything is running as
expected.

3.9 AWS loT Core project execution

Now we are fully ready to run the project on the FRDM-K64F. To start the AWS loT Core
project example, follow these steps:
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1. Subscribe to the MQTT topic from Figure 87. Go to the AWS loT Core dashboard and
follow the steps indicated in Figure 45:

a. Goto Test.

b. Go to Subscribe to a topic.

c. Write the MQTT topic name in the Subscription topic field.
d. Click on Subscribe to topic button.

Services v  Resource Groups v * [\ jordijofre v Ohio v  Support v

‘GI% AWS loT MQTT client @

Connected as iotconsole-1563286728072-2 ~

. S _

Onboard

’ Subscribe to a topic
Manage Subscribe

Devices publish MQTT messages on topics. You can use this client to subscribe to a topic
and receive these messages.

®
@

Greengrass Publish to a topic

Secure Subscription topic

Defend | $aws/things/my_thing/shadow/update | ‘- ‘ Subscribe to topic «

Act

Max message capture (D
<

100

Quality of Service @D
@ 0- This client will not acknowledge to the Device Gateway that messages are
received

1 - This client will acknowledge to the Device Gateway that messages are received

MQTT payload display
@ Auto-format JSON payloads (improves readability)
Software ‘
Display payloads as strings (more accurate)

Settings Display raw payloads (in hexadecimal)

Learn

Figure 45. Subscribe to the MQTT topic

2. The MQTT topic you subscribed will now appear in the Subscriptions section as
shown in Figure 46:

Services v  Resource Groups v % [\ jordijofre v  Ohio v  Support v

4P aws lo MQTT client ®

Connected as iotconsole-1563286728072-2 ~

Monitor Subscriptions $aws/things/my_thing/shadow/update Export Clear Pause

®
@

Onboard
_— Subscribe to a topic
Manage P Publish
—— Publish to a topic Specify a topic and a message to publish with a QoS of 0.
Secure $aws/things/my_thing/shadow/update Publish to topic
ll Saws/things/my_thing/sha... X| ‘
Defend -
2
Act 3
Test

Figure 46. Check MQTT topic subscription
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as shown in Figure 47:

3. Connect FRDM-K64F OpenSDA port, K64F port and Ethernet interface to your laptop

Laptop

()

Internet

Figure 47. Connect FRDM-K64F board

esecoooom
“escscee

4. Open TeraTerm, go to Setup > Serial Port and choose the one corresponding to the

OpenSDA port of the board, 115200 baud rate, 8 data bits, no parity and 1 stop bit

and click OK as shown below.

File Edit Sefl Tera Term: New connection

OTCPHP lost: myhost.example.com

History
Teinet TCP port#t: 22
SSH

Other

SH version: [SSH2

Protocol: [UNSPEC

@ Serial Port: [COM3: Intel(R) Active Management Te |

COM7 USB Serial Device [COM7]
COMS: Virtual Com Port (COM9Y

Figure 48. Configure TeraTerm

Tera Term: Serial port setup X
Port: COM7 v -
0K
Baud rate:
Data: Cancel
e 600
Parity: 1200
Stop: 2400 Help
Flow control:
Transmit delay 38409
msecfline
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5. Go to the MCUXpresso Quickstart Panel and click Debug button, wait a few seconds
until the project executes and click on Resume to allow the software to continue its
execution as shown in Figure 49:

{38 workspace - frdmk64f_se_SEOSx_cloud_aws/se_hostlib/sss/ex/inc/ex_sss_main_inc.h - MCUXpresso IDE - o X
File Edit Source Refactor Navigate Search Project Configlools Run Analysis FreeRTOS Window Help
O~ | ®-& & [ RH=H BHNIRLZTLPUNBRR RG-S LA H -0 - QO IRE T -F - oD

E [auickaceesd | 8 | [ 4
N Re

1 Project... 2 35 Debug 53 » ve=pm
5 v (I frdmksdf_se_SEOS«_cloud_aws LinkServer Debug [C/C+ + (NXP Semiconductors) MCU Application] ~
v &S frdmk64f_se_SEOSx_cloud_aws <Debug 7 v i frdmke4f_se_SEOSx_cloud_aws.axf [MK64FN1MOxxx12 (cortex-md)]
@ Project Settings v o Thread #1 1 (Suspended : Breakpoint)
2 Binaries = main() at ex_sss_main_inch:114 0:8258 -
) Include
[l @ Welcome [#) aws clientcredentialh [0 aws jtctask lwipe  [dportc | (B ex.sssmain_inch 3 =g
v 5 amazon-freetos ex_sss_main_ksdk_bm(); R
o #endif
& aws_iot
& bufferpool LOG_I(PLUGANDTRUST_PROD_NAME_VER_FULL);
& crypto

v (& freertos
v & portable
(@ heap_dc
8 portc
[8 portmacroh
2 event groups.c
[@ listc
6 quevec
[0 stream_buffer.c
[2 tasks.c
8 timers.c

o include

#ifdef EX_SS55_BOOT_PCONTEXT
menset ((EX_SSS_BOOT_PCONTEXT), @, sizeof (*(EX_SSS_BOOT_PCONTEXT)));
srendif

status = ex_sss_boot_connectstring(arge, argv, &portane);
if (kStatus_SSS_success != status)
L0G_E("ex_sss_boot_connectstring Failed");
goto cleanup;

) #if defined(EX_SSS_BOOT_SKIP_SELECT_APPLET) && \
(EX_SSS_BOOT_SKIP_SELECT_APPLET == 1
(PCONTEXT)->Se@5x oven ctx.skio select aoolet = 1: v

O Qui.. 8 t B = ] B Console 52 & L ack Usax !

REEREP O -0
T @ Import project(s) from file system. A frdmk64f_se SEOSx_cloud_aws LinkServer Debug [C/C++ (NXP Semiconductors) MCU Application) frdmk64f se SEOSx_cloud aws.axf

— ot [MCUXpresso Semihosting Telnet console for 'frdmk64f_se_SE@sx_cloud_aws LinkServer Debug’ started on port 51965 @ 127.0.0.1]
~ Build your project

& Build

o Clean

+ Debug your project ~E-BA-

<

~ Miscellaneous

) Edit project settings v

#a || writable Smartinsert | 114:1

£ O NXP MKGENTMOxoct? (frdmk...d aws)

Figure 49. Debug AWS project
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6. Your device should now be connected to AWS. Check that your device is connected
by:
a. Checking the TeraTerm logs as shown in Figure 50.

a COMS - Tera Term VT . O x
File Edit Setup Control Window Help

WARN :Communication channel is Plain.
WARN :***Mot recommended for production use.?*?

Initializing PHY...

Figure 50. Device connection to AWS

b. Checking the last time the device was seen in the AWS dashboard as shown in
Figure 51.

&P aws1o Monitor

Figure 51. Device connection to AWS - dashboard

c. Checking the messages published in the subscribed MQTT topic as shown in

Figure 52:
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aws Services v  Resource Groups v % jordijofre v  Ohio ~  Support ~
@ AWS loT MQTT client ® Connected as iotconsole-1563286728072-2 ~ ®
Monitor Subscriptions $aws/things/my_thing/shadow/update Export Clear Pause
Onboard
— Subscribe to a topic bt
S Publish to a topic Specify a topic and a message to publish with a QoS of 0.
Secure $ 1gs/my_thi P Publish to topic
| $aws/things/my_thing/sha... X
Defend 1
2
Act 3
Test
$awsfthings/my_thing/shadow/update Jul 16, 2019 3:29:26 PM +0200 Bport Hide [N
(
"aag": "helle frem SDK gosi : 3"
}
$aws/things/my_thing/shadow/update Jul 16, 2019 3:29:26 PM +0200 Export  Hide
(
$aws/things/my_thing/shadow/update Jul 16, 2019 3:29:24 PM +0200 Export  Hide
f
"aag”: "hello from SDK gos1 : 17
$aws/things/my_thing/shadow/update Jul 16, 2019 3:29:24 PM +0200 Export  Hide
Figure 52. Device connection to AWS - Published messages in the update
MQTT topic
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4 Appendix: Registering a CA certificate for just-in-time registration

AN12404

4.1

411

Alternatively to the procedure explained in Section 3, you can configure a CA certificate
to enable device certificates it has signed to register with AWS loT automatically the
first time the device connects to AWS loT. To register device certificates when a client
connects to AWS loT for the first time, you must enable the CA certificate for automatic
registration and configure the first connection by the device to provide the required
certificates.

This section generates an injects your own credentials in EdgeLock SE05x using the
provisioning scripts included as part of EdgeLock SE05x Plug & Trust Middleware.
Please use this procedure only if you prefer to generate your own keys instead of
leveraging the EdgelLock SE05x ease of use configuration used in Section 3.

Note: The key generation and injection procedure described in this section is only
applicable for evaluation or testing purposes. In a commercial deployment, key
provisioning must take place in a trusted environment, in a facility with security features
such as tightly controlled access, careful personnel screening, and secure IT systems
that protect against cyberattacks and theft of credentials.

Running AWS loT Core key provisioning scripts

This section explains how to generate the credentials for the EdgelLock SE05x using
the key provisioning scripts included in EdgeLock SE05x Plug & Trust Middleware and
a FRDM-K64F board as a host platform. These credentials are required for the device
onboarding into AWS loT Core.

Note: Check AN12396- Quick start guide to Kinetis K64 for detailed instructions on how
to bring up the FRDM-K64F board.

Download EdgeLock SE05x Plug & Trust Middleware

Follow these steps to download the EdgelLock SE05x Plug & Trust Middleware in your
local machine:

1. Download EdgelLock SE05x Plug & Trust Middleware from the NXP website.
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2. Create a folder called se050_middleware in C: directory as shown in Figure 53:

3 =] - Drive Tools  Local Disk (C:)
Home Share View Manage
<« v A4 &. > ThisPC > Local Disk (C)
= Pictures # A Name Date modified Type Size
mMisic Intel 2/25/2019 412 AM  File folder
Projects nxp 3/7/2019 1:28 AM File folder
& Videos PEMicro 3/7/2019 1:34 AM File folder
/ / 4 il
& OneDrive Perflogs 4/11/2018 4:38 PM File folder
Program Files 3/11/2019 4:05 AM File folder
5 This PC Program Files (x86) 3/11/2019 3:28 AM File folder
# 3D Objects Projects 3/11/2019 6:17 AM File folder
m Desktop Python27 3/11/2019 4:53 AM File folder
= Documents se050_middleware « 3/11/2019 6:27 AM File folder
& Downloads Users 2/25/2019 5:06 AM File folder
. Windows 3/11/2019 3:38 AM File folder
D Music
—| Recovery 2/25/2019 12:46 PM Text Document 0KB
= Pictures
H Videos
£ Local Disk (C)
~ USB DISK (E)
~~ USB DISK (E})
Figure 53. Create se050_middleware folder

3. Unzip the EdgeLock SE05x Plug & Trust Middleware inside the se050 middleware
folder. After unzipping, you will see a folder called simw-top created. The contents of
the simw-top directory should look as shown in Figure 54:

[ [ = | simw-top - o X
Home Share View [2]
« “ 4[> ThisPC > 0S(C) > se050_middleware > simw-top ‘ Search simw-top »
Name Date modified Type Size
# Quick access
akm File folder
fa MobileKnowledge binaries File folder
> O ThisPC demos File folder
doc File folder
wa USB Drive (D:) ext File folder
host File folde
B iiion: ostlib ile folder
projects File folder
pycli File folder
scripts File folder
555 File folder
tools File folder
| CMakeLists.txt Text Document 3KB
EULA.pdf Adobe Acrobat D 134K8
PlugAndTrustMW.pdf Adobe Acrobat D. 11,252K8
[5] README First.txt Text Document 1KB
Third Party License.pdf Adobe Acrobat D... 369 KB
5] version_info.txt Text Document 1KB
17items D -

Figure 54. Unzip se050 middleware

Note: It is recommended to keep se050 middleware with the shortest path possible
and without spaces in it. This avoids some issues that could appear when building the
middleware if the path contains spaces.
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4.1.2 Flash FRDM-K64F with VCOM software

The VCOM software allows the FRDM-K64F board to be used as a bridge between the
Windows machine and the EdgeLock SE05x and enables the execution of the EdgeLock

SE05x ssscli tool and other utilities from the laptop. To flash the VCOM software into
the FRDM-KG64F, follow these steps:

1. Unplug and plug again the USB cable to the openSDA USB port as shown in
Figure 55:

° Unplug
o < [

OpenSDA port £

Figure 55. Unplug and plug OpenSDA port

2. When you plug the board, your laptop should recognize the board as an external drive
as shown in Figure 56:

-l M =1 Drive Tools ~ FRDM-K64FD (E:)
Home Share View Manage
1 = > FROM-KS4D (E) «
A Neme - Date modified Type Size
# Quick access
|E] DETAILS.TXT 3/22/2016 430PM  Text Document 1KB

fas MobileKnowledge [¢] PRODINFO.HTM 3/22/2016 4:30PM  HTMFile 1KB
v @ ThisPC

8 3D Objects

[ Desktop

|£ Documents

& Downloads

D Music

=] Pictures

B videos

= 0S(C)

w USB Drive (D:)
s FRDM-KB4FD (E:)

> wm FRDM-KB4FD (E:)

Figure 56. FRDM-K64F drive
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3. Flash the VCOM software to FRDM-K64F. The VCOM software binary can be found

in the EdgeLock SE05x Plug & Trust Middleware package, inside the simw-top
\binaries folder as shown in Figure 57:

I = | binaries
Home Share View

<« v 4 > ThisPC » 0S(C) » se050_middleware > simw-top > binaries «

~

Name Date modified
3 Quick access
pySSSCLI
fa MobileKnowledge [ ] a7x_vcom-SCI2C-evkbimxrt1050-A71XX.bin
» [ This PC | ] a7x_vcom-SCI2C-frdmk64f-A71XX.bin
| | a7x veom-T10l2C-evkbimxrt1050-SE050x.bin
w USB Drive (D:) | | ] a7x_vcom-T10l2C-frdmk64f-SE050x.bin | 6/5

¥ Network

Figure 57. VCOM binary folder

4. Drag and drop or copy and paste the a7x vcom-T1oI2C-frdmk64f-SE050x.bin

file into the FRDM-K64F drive from your cBmputer file explorer as shown in Figure 58:

-l M < | Drive Tools ~ FRDM-K64FD (E:)
Home  Share  View Manage
P == > FRDM-K64FD (E:)

A Name Date modified Type Size

|=| DETAILS.TXT
f MobileKnowledge |2] PRODINFO.HTM

# Quick access

016 4:30 PM Text Document 1KB
4:30PM HTM File 1KB

v [ ThisPC
B 3D Objects

B Desktop \
|| Documents

& Downloads

D Music

=] Pictures

B Videos

#os©)
= USB Drive (D)

s FRDM-K64FD (E:)

> wm FRDM-K84FD (E:)

Figure 58. Drag and drop VCOM binary

5. The serial and VCOM ports should be recognized by your Device Manager. To check

that the ports are recognized, follow the steps indicated in Figure 59:

a. Unplug the USB cable from the OpenSDA USB port.

b. Plug the USB cable to the OpenSDA USB port.

c. Check that the serial port is recognized in the category Ports (COM & LTP). In
this document, it is recognized as USB Serial Device (COM7) but this naming
might change depending on your computer. Therefore, it is important that you
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identify which device is recognized at the moment you plug the SDA USB port to

the computer.

Plug the USB cable to the K64F USB port.

Check that the VCOM port is recognized in the category Ports (COM & LTP).
In this document, it is recognized as Virtual Com Port (COMS) but this naming
might change depending on your computer (e.g. It could also appear named as
USB Serial Device). Therefore, it is important that you identify which device is

recognized at the moment you plug the K64F USB port to the computer.

& Device Manager
File Action View Help

e mHEm =

3 Computer
& ControlVault Device
s Disk drives
[ Display adapters
8 Firmware
§# Human Interface Devices
& Jungo Connectivity
= Keyboards
1 Memory technology devices
@ Mice and other pointing devices
[ Monitors
& Network adapters
@ Portable Devices
v §@ Ports (COM &LPT)

@ Virtual Com Port (COMS)
7= Print queues
[ Processors
[ Proximity devices
7 Security devices
4 Smart card readers
¥ Software components
i Software devices

@ Intel(R) Active Management Tecanology &l (COM3)
) USB Serial Device (COM7) aé Check serial port *

o Check VCOM port *

e Unplug

Dl < [El

OpenSDA port

° Plug
< Bl 4

OpenSDA port

° Plug

< Bl 2

K64F USB port

41.3

AN12404

i Sound, video and game controllers

* Port naming might change depending the computer
G Starane controllere

Figure 59. Check VCOM and serial ports

Note: Please note that it is possible that either of the two COM ports is not detected
when using low-quality or charge-only USB cables.

Key and certificate configuration for use with AWS loT Core

The Edgelock SE05x Plug & Trust Middleware includes an executable file that allows
you to easily generate some sample credentials and inject them into the EdgelLock
SEO05x for their use with this AWS loT Core demo.

On the other hand, it is also possible to use the pre-provisioned credentials that are
already in the EdgelLock SE05x for this purpose thanks to the Ease of Use configuration.
However, this method requires an AWS feature called 'Multi-Account Registration'. If you
wish to configure the credentials with the Ease of Use configuration, please skip ahead to
Section 3.5.

To externally generate the keys and inject them into the EdgeLock SE05x, follow these
steps:
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1. Mount OM-SE050ARD on top of the FRDM-K64F. Then, connect FRDM-K64F
OpenSDA port and K64F port to your laptop as shown in Figure 60

Laptop

:
\ 4

ASNBLTEGD

eoo0o000m
“ecescee

.
\

Figure 60. Connect boards

2. Goto simw-top\binaries\pySSSCLI folder and locate the
Provision AWS.exe file as shown in Figure 61:

2 [ = | pyssscu - [u] ¥
Home Share View 2]

« v A > ThisPC > 0S(C) > se050_middleware > simw-top > binaries > pySSSCLI »
~ ~ ~
[ This PC Name Date modified Type
8 3D Objects [# cryptography.hazmat.bindings._constant.. Python Extension ...
I Desktop [# cryptography.hazmat.bindings._openssl Python Extension ...
B Documents [# cryptography.hazmat.bindings._padding Python Extension ...
& Downloads |=] error_log Text Document
I 1] liberypto-1_1.dll Application exten...
usic
4] libgee_s_dw2-1.dIl Application exten..
=) Pictures - b
# library Compressed (zipp...
[ Videos 4] tibssl-1_1.dN Application exten.
=05(C) 5| output_log Text Document
= USB Drive (D) [ & provision_aws Application
= FRDM-K64FD (E) (& Provision_AZURE Application
FROM-K64FD (E) [ Provision_GCP Application
* [&] Provision | Application 32K
== P 1BM PP B
s USB Drive (D) [# pyexpat Python Extension ... 163 KB
10 - EMVCo deck [%] python37.dil Application exten.. 3515K8
lcons [@ select Python Extension ... 23K8
MK101 4] sssapisw.dil Application exten.. 298 KB
others
Pictures
v v
30items 1 item selected =

Figure 61. Find Provision_AWS.exe file in your EdgeLock SE05x Plug & Trust
Middleware package

3. Open a command prompt
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Use the Provision AWS.exe executable to generate and inject keys into your
EdgelLock SE05x. You cal follow these steps shown in Figure 62:

a.

b.

Go to the folder simw-top\binaries\pySSCLI and run >cd C:

\se050 middleware\simw-top\binaries\pySSSCLI

Run the executable Provision AWS.exe <K64 COM port number>. For that,
you also need to indicate the VCOM port number corresponding to the K64 USB
port of your board (See here).

Send >Provision AWS.exe COMS8

Check that the keys are generated and injected.

Check that the program execution completes successfully.

Command Prompt

Figure 62. Run Provision_ AWS.exe executable

v & Ports (COM & LPT)
@ Intel(R) Active Management Technology - SOL (COM3)
F D QM7

R B a EYICE
AHA AR R R AR A AR AR Bt Virtual Com Port (COME}

naries 311042 _key.pem

evice_certificate.cer

\simw-top\binar

R
#
#
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5. Goto simw-top\binaries\pySSCLI\aws folder and check that the keys appear
inside the folder as shown in Figure 63:

%] < | aws
Home Share View

&« v N > ThisPC » 0S(C:) » se050_middleware > simw-top > binaries » pySSSCLI > aws vl Search aws

~
& ThisPC Name Date modified

B 3D Objects [553) 37782223195381400877749_device_certificate
Desktop 8 377822231953814008977749_device_key
[£] Documents £ 377822231953814008977749_device reference key

& Downloads 2 prime256v1
D Music 5] rootCA _certificate

: £ rootCA key
=] Pictures

B Videos

- 05(C)

s USB Drive (D:)
= FRDM-K64FD (E:)

| v3_ext_device.cnf

s FRDM-KB4FD (E:)

Figure 63. Generated AWS credentials

After injecting the credentials, go to Section 4.2

Register root certificate authority (CA)

This section describes how to register the root CA certificate with AWS loT Management
Console. For the sake of simplicity, this application note only uses the AWS loT
Management Console web interface. For details on how to perform any of these steps
using other tools provided by AWS, refer to AWS Core IoT documentation.

Note: The AWS IloT Core account preparation procedure is the same independently of
the MCU / MPU platform you choose for evaluation purposes.

Get registration code from AWS

AWS loT Core requires the registration of a CA certificate used to sign and issue your
device certificates. This CA certificate is used for authentication of devices attempting
to connect to the platform thereafter. As part of the CA certificate registration process,
AWS loT Core performs a proof-of-possession verification. This proof-of-possession
mechanism ensures that the uploader of the CA certificate also knows the associated
private key. The proof-of-possession mechanism consists of generating a verification
certificate using:

¢ The CA cettificate

» The CA private key
A registration code given by AWS.

To generate the verification certificate, the AWS loT Core registration code needs to be
set in the Common Name field of the verification certificate signed by the CA certificate
private key.

As a first step, we need to obtain the AWS registration code assigned to our account.
For the sake of simplicity, this application note only uses the AWS loT Management
Console web interface. For details on how to perform any of these steps using other tools
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provided by AWS, refer to AWS Core loT documentation.To obtain AWS registration code
follow these steps:

1. On the menu of the left hand side of the AWS loT Core dashboard, go to Secure,
select Certificates and click Create a certificate as shown in Figure 64:

aws, Services v Resource Groups v *

qb AWS loT

_— /—\
Onboard
Manage
Secure
e “ \/

Policies

You don't have any certificates yet

Certificates help things establish a secure connection

Create a certificate a

Learn more

Figure 64. AWS loT certificates menu

AWs IoT Core supports three options:

¢ One-click certificate creation: AWS loT Core generates an individual certificate
and their associated public and private keys for a device.

* Create a CSR: OEM generates a device key pair and generates a certificate signing
request (CSR). This CSR is signed by AWS loT Core certificate authority (CA).

* Use my certificate: OEM generates the device certificates. In this option, the OEM
needs to register the CA certificate that signed and issued the device certificates.

This document describes the Use my certificate option.
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2. Select the Use my certificate option as shown in Figure 65:

Create a certificate

A certificate is used to authenticate your device's connection to AWS loT.

One-click certificate creation (recommended)

This will generate a certificate, public key, and private key using AWS loT's certificate Create certificate
authority.

Create with CSR

Upload your own certificate signing request (CSR) based on a private key you own.

Use my certificate

Register your CA certificate and use your own certificates for one or many devices.

Figure 65. AWS certificate creation options

3. Click Register CA button as shown in Figure 66:

Select a CA

In order to use your own certificates for one or many devices, you must use a registered CA certificate.

Registered CAs

No match found
There is no CA certificate in your account.

Register CA -

Figure 66. Register a CA certificate
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4. You will see a form with instructions to register a CA certificate. Go to step 2, and
copy the registration code as shown in Figure 67 for later use.

Register a CA certificate

To use your own X.509 certificates, you must register a CA certificate with AWS loT. You must prove you own the private key associated with the
CA certificate by creating a private key verification certificate. The CA certificate can then be used to sign device certificates. You can register up
to 10 CA certificates with the same subject field and public key per AWS account. This allows you to have more than one CA sign your device
certificates.

Step 1: Generate a key pair for the private key verification certificate

openssl genrsa -out verificationCert.key 2048

Step 2: Copy this registration code

871c5eb4aB808202a3646¢172237f46cd94dbbdf3abal22f9723456350a9d82998 _

Figure 67. Get registration code

4.2.2 Generate AWS verification certificate

The EdgelLock SE05x Plug & Trust Middleware includes a Python script called
verification certificate.py that generates the AWS verification certificate. This
scripts needs three arguments:

¢ The path to the root CA certificate

* The path to the root CA private key

* The AWS registration code

To generate the AWS verification certificate, follow these steps:

1. GotoC:\se050 middleware\simw-top\pycli\Provisioning folder and find
the file verification certificate.py as shown in Figure 68:

| 4 || = | Provisioning - O X
Home Share View (]
« v A > ThisPC > OS(C) > sedS0_middleware > simw-top > pycli > Provisioning v/® | Search Provisioning r
3 This PC * Name Date modified Tpe Size
3D Objects aws File folder
[ Desktop azure File folder
[& Documents [ error_log Text Document 1KB
& Downloads [ GenerateAWsCredentials PY File 2KkB
: [&f GenerateAZURECredentials PY File 2k8
D Music -
. [&f GenerateGCPCredentials PY File 2KB
(] Pictures [ GeneratelBMCredentials PY File 2KB
B videos [5] output_log Text Document 0KB
= 0s(@) [ readmeurst RSTFile 5KB
s USB Drive (D) [&f ResetAndUpdate AWS PY File 2K8
. FROM-KG4FD (E) [&f ResetAndUpdate AZURE PY File 2k8
[ ResetAndUpdate_GCP PY File 2KB
- -0 ) 2 ResetAndUpdate_IBM PY File 2K8
= USB Drive (D) | [ verification_certificate PY File 3ke | «
10 - EMVCo deck
Icons
MKI101
S
Figure 68. Locate verification certificate.py Python script

2. Open a Command prompt
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3. GotoC:\se050 middleware\simw-top\pycli\Provisioning folder as
shown in Figure 69.
Send >cd C:\se050 middleware\simw-top\pycli\Provisioning

8 Command Prompt - o X

sioning>»

Figure 69. Go to Provisioning folder

4. Execute the verification certificate.py Python script.
(Figure 70) Send > Python verification certificate.py
<path to your rootCA cer> (i.e rootCA certificate.cer)
<path to your rootCA key> (i.e rootCA key.pem)
<aws_registration code>

B¥ Command Prompt - [m] X

Root CA private key AWS registration code Root CA certificate

Figure 70. Execute verification_certificate.py script

5. Check that the verification certificate is successfully generated in the Provisioning
folder in your file system as shown in Figure 71:

1

B cone s vew o

« “ 4 > ThisPC > OS(C) > se050_middleware > simw-top > pycli > Provisioning v 0| | SearchPr ning »

Name Date modified Type Size
s Quick access
aws

B MobileKnowledge azure

[ This PC error_log
[ GenerateAWSCredentials
& Network [ GenerateAZURECredentials

[& GenerateGCPCredentials
[ GeneratelBMCredentials
—| output_log
readmeurst
[&f ResetAndUpdate_AWS
[&f ResetAndUpdate_AZURE
[&f ResetAndUpdate_GCP
[ ResetAndUpdate_IBM

[ verification_certificate
» (5 verifyCert

25items 1 item selected 536 bytes =

Figure 71. Verify generation of the AWS verification certificate

4.2.3 Upload root CA and AWS verification certificate

The registration of the root CA is completed after uploading it together with the AWS
verification certificate. To register your root CA, follow these steps indicated in Figure 72:
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Select from your file system the root CA certificate in .cer format (1)
Select from your file system the verification certificate in .cer format (2)

Check the boxes Activate CA certificateand Enable auto-registration of device

certificates (3)
Click Register CA Certificate (4)

Services v source Groups v

Register a CA certificate

To use your own X.509 certificates, you must register a CA certificate with AWS loT. You must prove you own the private key associated with the
CA certificate by creating a private key verification certificate. The CA certificate can then be used to sign device certificates. You can register up
to 10 CA certificates with the same subject field and public key per AWS account. This allows you to have more than one CA sign your device

certificates.

Step 1: Generate a key pair for the private key verification certificate

openssl genrsa -out verificationCert.key 2048

Step 2: Copy this registration code

92bcaSle2ac7ec7bec272f4a659bb763bd307c10669003c47c4a92b4190ffbb8

Step 3: Create a CSR with this registration code

openssl req -new -key verificationCert.key -out verificationCert.csr

Put the registration code in the Common Name field

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Email Address []:

<

Step 4: Use the CSR that was signed with the CA private key to create a private key verification certificate

<

Step 5: Upload the CA certificate (rootCA.pem)

rootCA_certificate.cer ‘

Step 6: Upload the verification certificate (verificationCert.crt)

‘ verifyCert.cer

Activate CA certificate

B Enable auto-registration of device certificates

ittt

Figure 72. Upload your root CA and AWS verification certificate

Common Name (e.g. server FQDN or YOUR name) []: 92bcaSle2ac7ec7bec272f4a659bb763bd307c10669003c47c4a9

openssl x509 -req -in verificationCert.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out veri

>
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5. When your root CA is registered successfully, it should now be visible in AWS
dashboard and appear as Active as shown in Figure 73:

aws, Services v Resource Groups v *
~—

<€[B> AWS loT Certificate Authorities -

Card ~

® e

Monitor

Onboard

77d6dc3ed9dchcbaz?. . -
ACTIVE

Manage

Secure
Certificates
Policies

CAs

Defend

Figure 73. Check that your root CA is registered

4.3 Register device certificate

AWS loT Core uses client certificates for device authentication. Any device that does
not have a valid certificate signed by the registered root CA is denied access and cannot
communicate with AWS loT Core servers. To register client certificates to AWS IoT core,
follow these steps:
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1. From the AWS loT Core dashboard, go to Secure, go to Certificates and click on the
Create a certificate button as shown in Figure 74:

aws Services v  Resource Groups ~ *

&P aws ot

Monitor
Onboard
Manage \/

Secure
Certificates
lci You don't have any certificates yet
CAs Certificates help things establish a secure connection.

Role Aliases

Authorizers ‘ Learn more Create a certificate -

Defend

Act

Test

Figure 74. Go to the AWS loT Certificates menu

2. A new menu called Create a certificate will be opened. Click on the Get started option
as shown in Figure 75:

aﬂs Services ~ Resource Groups v *

Create a certificate

A certificate is used to authenticate your device's connection to AWS loT.

One-click certificate creation (recommended)
This will generate a certificate, public key, and private key using AWS loT's certificate Create certificate

authority.

Create with CSR

Upload your own certificate signing request (CSR) based on a private key you own.

L. Create with CSR

Use my certificate

g
g
g

Register your CA certificate and use your own certificates for one or many devices.

Figure 75. Create a certificate
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3. A new menu called Select a CA will be opened. In this menu, the root CA you

registered in Section 4.2 should appear. Select your root CA certificate and click on
Register certificates button as shown in Figure 75

aws

Services v Resource Groups v *

In order to use your own certificates for one or many devices, you must use a registered CA certificate.

Registered CAs

nl @ 77d6dc3ed9dchcha22703a1f3f1ca709b6693254137d6edfdd88c75acaba2c23 View :l

‘ Register CA

conel n m

Figure 76. Select a CA to register a client certificate

4. Click on the button Select certificates (1), select from your file system the device

certificate to be uploaded (2), and click Open button as shown in Figure 77 (3). This
device certificate was generated in Section 4.1.3.

aﬁs Services v Resource Groups v *

Register existing device certificates

You can register device certificates signed by your CA certificate, diaza shas ones svees Surs snnizonnsnis 4 sowifizaen bofnen

certificates. You can upload up to 10 device certificates at a time | Open x
Existing certificates € > ThEPC > 0S(C) > 5e050 middieware > simw-top > binaries > pySSSCLI > aws V(0] [ searchaus »

Organize v New folder e m @
‘ You have not selected any device certificates to upload yet. MKF&A-Jordi. A Name > e 5 Tyee -

]
TG
e
™

m S RO e
I L Select certificates ‘l pos ] 1044179_device_key.p...

. i pC © 377824202738246811044179_device_refer...

3 30 Objects

e
I Desktop 8 prime2Séel.pem e
) Documents 5 rootCA _certificate.cer 1%

g « pem

e & Downloads © rootCA key.per

K8
TKE
1K8

[ vaetc

= FROM-KS4FD (E:

] o

Figure 77. Select a client certificate
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5. Select the option Activate all (1) and click on the button Register certificates (2) as
shown in Figure 78.

aws

Figure 78.

Services v Resource Groups v *

Register existing device certificates

You can register device certificates signed by your CA certificate. Note that you must first register your CA certificate before uploading device
certificates. You can upload up to 10 device certificates at a time.

Existing certificates

Deactivate all Revoke all

2377824202738246811044179_device_certificate.cer
Remove

L. Select certificates

== - |

Register and activate device certificate

6. Your device certificate is now registered and visible in your AWS loT Core dashboard
as shown in Figure 79.

P aws ot

Monitor
Onboard
Manage

Secure

Certificates

Policies

Figure 79.

Services v  Resource Groups v * L\ jordijofre v  Ohio v  Support v

Certificates m Q

Card ~

fc23a14c031fb9e090f...

ACTIVE

Confirm device certificate registration

4.4 Attach thing and policy to certificate

AWS loT Core uses client certificates for device authentication. Any device that does
not have a valid certificate signed by the registered root CA is denied access and cannot
communicate with AWS IoT Core servers. To register client certificates to AWS loT core,
follow these steps:

AN12404
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1. Attach a thing to your certificate following the instructions shown in Figure 80.
a. Click on the top right corner to go to the device certificate options.
b. Click on Attach a thing.
c. Select the AWS loT Thing you created in Section 3.3. In this example, it was called
my_thing.
d. Click on the Attach button.

Services v Resource Groups v * /A jordi.jofre v Ohio ~ Support ¥

&P Aws 0T Certificates m e
®
Monitor Card ~ @
Onboard “
Rerege fc23a14c02 El
Sacura ACTIVE & . e
Deactivate Attach things to certificate(s)
Certificates
Revoke

Things will be attached to the following certificate(s):
2afb805e4cf79b9301bc995806eba862c3cddd8546c4cad23f9e181b9153d9d6

Choose one or more things

Attach policy

Download

Delete

Figure 80. Attach a thing to your device certificate

2. Attach a policy to your certificate
a. Click on the top right corner to go to the device certificate options.
b. Click on Attach a policy.
c. Select the AWS loT Policy created in Section 3.4. In this example, it was called
my_policy.
d. Click on the Attach button.

Services v Resource Groups v Q jordi.jofre v Ohio v  Support v

&P aws 1ot Certificates Q
®
Monito Card ~ ®
Onboa
fc23a14c02 |
Secure et Deactivate
Certificates R Attach policies to certificate(s)
o evoke

Policies will be attached to the following certificate(s):

2afb805e4cf79b9301bc995806eba862c3cddd8546c4cad23f9e181b9153d9d6

Choose one or more policies

Defend

“ Attach policy

. Attach thing
Test ‘ _
Download n | my_policy = |

Delete

Figure 81. Attach a policy to your device certificate
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4.5 AWS loT Core project configuration

To run the AWS project example using the FRDM-K64F board, we need to:

¢ Download and install the FRDM-K64F SDK.

¢ Import AWS loT Core example project

» Configure AWS IoT Core project account settings
¢ Execute AWS |oT Core example project

Note: Before running the AWS IoT Core demo example, you need to have installed
MCUXpresso IDE and FRDM-K64F SDK in your local environment and imported the
AWS IoT Core project example. Check AN12396- Quick start guide to Kinetis K64 for
detailed instructions on:

* How to install MCUXpresso
¢ How to obtain FRDM-K64F SDK

e How to import FRDM-K64F project examples, including AWS IoT Core project
example.

4.5.1 Download and install the FRDM-K64F SDK

The AWS loT Core device onboarding project example is included as part of the FRDM-
K64F SDK. Install it to your MCUXpresso workspace as shown in Figure 82:

1. Download the FRDM-K64F SDK, publicly available from the NXP website.

2. Drag and drop the FRDM-K64F SDK zip file in the Installed SDKs section in the
bottom part of the MCUXpresso IDE.

3. Check that the FRDM-K64F SDK is installed successfully.

= 8 soKImport Wizard

e Edit Navigate Search Project Configlools Run Analysi

(=4 | &~ &~ ®-i0iw © Plesse selects board

R Project. 50 =g .Boavdand/orDeviceselecﬁun page

~ SDKMCUs
MCUs from installed DK

NXP MIMXRTIOS2000xB
Kéx
LPCSSx
v MIMXRTI050
MIMXRTI0S20008

@ Installed SDKs &3 | [] Properties [2] Problems &)/

O Qui.. 2|0 Vari.. 8= Outl.. O Bre.. ®=Glo.. = O

@ Installed SDKs
To install an SDK, simply drag and drop an SDK (zip file/fol
Name

Selected Device: SDKs for selected 41 SDK_2.x_EVKB-IMXRT1050

TargetCore:  cm7 Name [ £ SDK_2.x_FRDM-K64F «
Description: MIMXRTI052: iMX® MIMXRTI052 600MHz, 512KB SRAM Microcontrollers 4 SDK_2.x_EVKB-I T 1 SDK_2.x_LPCXpress055569
(MCUS) based on ARM® Cortex 8-M7 Core =

©)

Figure 82. Import FRDM-K64F SDK

Note: For more detailed instructions on how to install it the FRDM-K64F SDK into our
MCUXpresso workspace, refer to AN12396 - Quick start guide with FRDM-K64F.

AN12404 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.
Application note Rev. 1.6 — 15 January 2021
535216 59 /67



https://www.nxp.com/docs/en/application-note/AN12396.pdf
https://www.nxp.com/products/:SE050?tab=Design_Tools_Tab
https://www.nxp.com/docs/en/application-note/AN12396.pdf

NXP Semiconductors

AN12404

45.2

453

AN12404

EdgeLockTM SE05x for secure connection to AWS loT Core

Import AWS loT Core example project

The FRDM-K64F SDK includes a project example called se SE050x_cloud aws.
Import it to your MCUXpresso workspace as shown in Figure 83:

1. Click Import SDK examples from the MCUXpresso IDE quick start panel.
2. Select se SE050x_cloud aws project example and click the Finish button.
3. Check that the project is now visible in your MCUXpresso workspace

Note: For detailed instructions on how to import project examples from FRDM-K64F
SDK, check AN12396 - Quick start guide with Kinetis K64F

File Edit Navigate Search Project Configlools Run Analysi

2 D-& -~ @-:Bix

¢ Project... 2 S [m]
elsl |-~

O Qui.. R |@=Vari. 5= Outl.. % Bre.. ®=Go.. = O

MCUXpresso IDE - Quickstart Panel

Cioe)) No project selected

~ Create or import a project

~ Build your project

&’

Figure 83.

3 sDK Import Wizard

i) The source from the SDK wil be copied into the workspace.
If you want to use linked files, please unzip the 'SDK_2.x_FRDM-KB4F' SDK.

. Import projects

Project name prefix: | frdmk64f

Use default location

C:\Users\Jordi Jofre\ Documents\MCUXpressolDE_11.0.0_2516\workspac
Project Type
@CProject | C++ Project | C Static Library C++ Static Library

EBxamples

[typetofitter

Name

> 0 E demo_apps

v [W] = _se hostlib_examples
Se_SEO5_cloud_azure
se_SE0Sx_cloud_gep
se_SE0Sx_cloud_ibm
se_SE0Sx_ex_ecc
se_SE0Sx_ex_hkdf
se_SE0Sx_ex_md
se_SE0Sx_ex_rsa
se_SE0Sx_ex_symmetric
se_hostlib_mainA7ICH
se_hostlib_se05x_ex_i2cMaster
se_hostlib_se05x_get_info
se_hostlib_se05x_minimal
se_hostlib_vcomATICH
se_hostlib_vcomSE050

<=

a
a
[m]
[m]
o
]
]
o
a
a
a
[m]
a

B8 workspace - Welcome page - MCUXpresso IDE
File Edit Navigate Search Project ConfigTools Run Analysi
(R I ®-R-@BULiI@~-iBin]|

[y Project... 53 |2, Periphe... ifiiRegisters {xFaults = O

=IENE R

s

v 15 frdmk64f_se_SE0Sx_cloud_aws <Debug>
© Project Settings
@) Includes
8 cmsis
(8 amazon-freertos
3 board
(2 component
(3 device
(3 drivers
@3 libs
8 wip
(3 mbedtls
(2 mmcau
8 se_hostlib
(2 source
(2 startup
2 utilities
(= doc

<=

O Qui.. R Out B = [

MCUXpresso IDE - Quickstart Panel
Cioe) Project: frdmk64f_se_SEOSx_cloud_aws [Debug]

~ Create or import a project
p— B8 New project.
B8 import SDK example(s).
& Import project(s) from file system.

~ Build your project

& Build
& Clean

125 frdmk64f_se_SE05x_cloud_aws

Import AWS project in the workspace

Configure AWS loT Core project account settings

We need to change the AWS Rest API Endpoint in the MCUXpresso demo project with
the one in your AWS loT Core account settings. Follow these steps:
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From the AWS IoT Core dashboard, go to Manage, then go to Things and click on
your AWS IoT Thing as shown in Figure 84:

awg Services v Resource Groups v *
S

&p aws ot Things o R

Monitor

Onboard my_thing -
NOTYPE

Manage

Things

Figure 84. Go to your AWS loT Thing

On the left hand side menu, (1) go to Interact. Inside this menu, you will find your (2)
Rest API Endpoint as indicated in Figure 85. Copy this URL.

Ohio v Support v

Services v  Resource Groups v * L jordijofre v

Things >
hings > my_thing

®@e®0D

my_thing

NOTYPE -
Actions ~

Details This thing already appears to be connected. Connect a device

HTTPS

Update your Thing Shadow using this Rest APl Endpoint. Learn more

| an9ryhd19gvfr-ats. iot.us-east-2.amazonaws. com |¢

MQTT

Use topics to enable applications and things to get, update, or delete the state information for a Thing (Thing Shadow)

Learn more

@ Update to this thing shadow

$aws/things/my_thing/shadow/update

Update to this thing shadow was accepted

$aws/things/my_thing/shadow/update/accepted

Figure 85. Find your Rest APl Endpoint

Go to the AWS demo in your MCUXpresso workspace. Navigate to the
aws _clientcredential.h file located in frdmk64f se SE05x cloud aws
\source folder. Replace the clientcredentialMQTT BROKER ENDPOINT

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.

Application note

Rev. 1.6 — 15 January 2021
535216 61/67



NXP Semiconductors

AN12404

AN12404

EdgeLockTWI SE05x for secure connection to AWS loT Core

variable with the Rest API Endpoint of your AWS account obtained in the previous
step, as well as you thing name as created in Section 3.3. Check Figure 86 for
reference.

e
®

4
@
3
=4
@

~ Creaf

(B8 workspace - frdmk64f_se_SEOSx_cloud_aws/source/aws_clientcredential.h - MCUXpresso IDE - o 4
File Edit Source Refactor Novigate Search Project Configlools Run Analysis FreeRTOS Window Help

o Project... 53| Periphe... lflf Registers #gFauts = O [B) aws_clientcredentialh 53 =[]

v 125 frdmk64f_se_SEOSx_cloud_aws <De Al 2 —

R aws_clientcredential keys.h 1
e s ‘. 72 sdefine clientcredentialVIFI_SSID “Paste WiFi SSIO here."

O Qui. &

~ Build your project

[B] /frdmk54f_se SEOSx_cloud_aws/source/aws_clientcredential.n & O NXP MKS4FN1MOx12 (frdmk..d aws)

B-R-GBIYLI®-IBIN ZIdNERRRIO SIS AU K -0 - A-iD S~ e
Quick Access) §| 1 | [o&] 4

=h5: ®- - 49 #endif N
QTT Broker end

Project Settings 5
Includes ¢| static const char clientcredential¥QTT_BROKER_ENDPOINT[]
CMSIS 54

amazon-freertos 559
board =
component ok
device 590
drivers 6 Port number the MQTT broker is using.

“an9ryhd19gvfr-ats.iot.us-east-2.amazonaws.com”;

1a110T_THING_NAME

#define clientcredentialbQTT_BROKER_PORT 8883

mmcau 6 Port nusber the Green Grass Discovery use for JSON retrieval from cloud is using

;;;;;; 7 #define clientcredentialGREENGRASS_DISCOVERY_PORT 8443
(8 apph A
R aws_bufferpool configh Do | e

[0 aws_demo.h
W) awe int canfin h

=0 B Console 33 & =]
No consoles to display at thistime.

MCUXpresso IDE - Quickstart Panel
Project: frdmk64f_se_SEOSx_cloud_aws [Debug]

te or import a project

& suild
o Clean

Figure 86. Set the Rest API Endpoint and thing name in your project settings

4. On the same Interact menu, you will find MQTT topics that enable applications and

things to get, update, or delete the state information for an AWS thing. For instance,
copy the MQTT update topic as shown in Figure 87:

Figure 87. Find your MQTT Update topic

Services v  Resource Groups v * [\ jordijofre v  Ohio v  Support v

Things > my_thing

®@e 0D

my_thing

NOTYPE

Actions ~

Details This thing already appears to be connected. Connect a device

HTTPS

Update your Thing Shadow using this Rest APl Endpoint. Learn more

anoryhd19gvfr-ats. iot.us-east-2.amazonaws. com

MQTT

Use topics to enable applications and things to get, update, or delete the state information for a Thing (Thing Shadow)

Learn more

@ Update to this thing shadow

$aws/things/my_thing/shadow/update

Update to this thing shadow was accepted

$aws/things/my_thing/shadow/update/accepted
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5. Go to the AWS demo in your MCUXpresso workspace. Navigate to the
aws jitr task lwip.c file located in frdmk64f se SE05x cloud aws
\source folder. Replace the #define PUB TOPIC variable with the MQTT topic

you obtained in Figure 86 as shown in Figure 87.
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[B aws_iot_configh

accepted”

[y Project... 2 eriphe. Registers 35 F. = B @ Welome [R) aws_clientcredential.h [©) aws_jitr_task_iwip.c 53
eEl s @ sss_sscp_session_t *sscp_session;

e = sscp_context_t sscp;
(8 amazon-freertos p sesassssssasssnnsasssase sesasens suse
& board 8
P T B
@ device 55 #define SUB TOPIC “Saws/things/" cli ialI0T THING NAME " P
@ drivers *lﬁdtﬁne PUB_TOPIC "Saws/things/my_thing/shadow/update”
@3 libs sed to avoid warnings in case of unused parameters in function pointers */
& wip #define IOT_UNUSED(x) (void)(x)
(3 mbedtls
8 mmeau
2 se_hostlib

v (2 source

(B apph

3 static MQTTBool_t prvMQTTCallback(void *pvUserData, const MQTTPublishData_t *const pxCallbackParams);

(&) aws_jitr_demo_Main_Iwip.c
“Anfin h be
, T (e = . T—

No consoles to display at this time.

— o X

IRE T NG -CerD

[Quickacees] | 8 | [ 4
]

~B8-8-=0

MCUXpresso IDE - Quickstart Panel
5] Project: frdmk64f_se_SEOSx_cloud_aws [Debug]

~ Create or import a project
ry B8 New project.
8 it SOK campets)
® Import project(s) from file system.

~ Build your project

& said
o Clean

& || wiitable Smartinset | 1:1

{ O NXP MKGAFNTMOxax12 (frdmk..d aws)

Figure 88. Set the MQTT publish topic
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representations or warranties as to the accuracy or completeness of
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liability for the consequences of use of such information.
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Limited warranty and liability — Information in this document is believed
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applications and therefore such inclusion and/or use is at the customer’s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes
no representation or warranty that such applications will be suitable

for the specified use without further testing or modification. Customers

are responsible for the design and operation of their applications and
products using NXP Semiconductors products, and NXP Semiconductors
accepts no liability for any assistance with applications or customer product
design. It is customer’s sole responsibility to determine whether the NXP
Semiconductors product is suitable and fit for the customer’s applications
and products planned, as well as for the planned application and use of
customer’s third party customer(s). Customers should provide appropriate
design and operating safeguards to minimize the risks associated with
their applications and products. NXP Semiconductors does not accept any
liability related to any default, damage, costs or problem which is based
on any weakness or default in the customer’s applications or products, or
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the application or use by customer’s third party customer(s). Customer is
responsible for doing all necessary testing for the customer’s applications
and products using NXP Semiconductors products in order to avoid a
default of the applications and the products or of the application or use by
customer’s third party customer(s). NXP does not accept any liability in this
respect.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Evaluation products — This product is provided on an “as is” and “with all
faults” basis for evaluation purposes only. NXP Semiconductors, its affiliates
and their suppliers expressly disclaim all warranties, whether express,
implied or statutory, including but not limited to the implied warranties of
non-infringement, merchantability and fitness for a particular purpose. The
entire risk as to the quality, or arising out of the use or performance, of this
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damages for loss of business, business interruption, loss of use, loss of
data or information, and the like) arising out the use of or inability to use

the product, whether or not based on tort (including negligence), strict
liability, breach of contract, breach of warranty or any other theory, even if
advised of the possibility of such damages. Notwithstanding any damages
that customer might incur for any reason whatsoever (including without
limitation, all damages referenced above and all direct or general damages),
the entire liability of NXP Semiconductors, its affiliates and their suppliers
and customer’s exclusive remedy for all of the foregoing shall be limited to
actual damages incurred by customer based on reasonable reliance up to
the greater of the amount actually paid by customer for the product or five
dollars (US$5.00). The foregoing limitations, exclusions and disclaimers shall
apply to the maximum extent permitted by applicable law, even if any remedy
fails of its essential purpose.

Translations — A non-English (translated) version of a document is for
reference only. The English version shall prevail in case of any discrepancy
between the translated and English versions.

Security — Customer understands that all NXP products may be subject

to unidentified or documented vulnerabilities. Customer is responsible

for the design and operation of its applications and products throughout
their lifecycles to reduce the effect of these vulnerabilities on customer’s
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in customer’s applications. NXP accepts no liability for any vulnerability.
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appropriately. Customer shall select products with security features that best
meet rules, regulations, and standards of the intended application and make
the ultimate design decisions regarding its products and is solely responsible
for compliance with all legal, regulatory, and security related requirements
concerning its products, regardless of any information or support that may
be provided by NXP. NXP has a Product Security Incident Response Team
(PSIRT) (reachable at PSIRT@nxp.com) that manages the investigation,
reporting, and solution release to security vulnerabilities of NXP products.

5.3 Trademarks

Notice: All referenced brands, product names, service names and
trademarks are the property of their respective owners.

NXP — wordmark and logo are trademarks of NXP B.V.

© NXP B.V. 2021. All rights reserved.

Application note

Rev. 1.6 — 15 January 2021
535216

64 /67



NXP Semiconductors AN12404

EdgeLockTM SE05x for secure connection to AWS loT Core

Tables

Tab. 1. OM-SEO050ARD development kit details ............ 5 Tab. 2. FRDM-K64F details ........ccoovveeeeiiiiiiiiiiiiienes 5
AN12404 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.
Application note Rev. 1.6 — 15 January 2021

535216 65/67



NXP Semiconductors

AN12404

EdgeLockTWI SE05x for secure connection to AWS loT Core

Figures
Fig. 1. AWS loT Core device registration flow .............. 4 Fig. 43. Set the MQTT publish topiC ........ccccoveerinenne 34
Fig. 2. Get started with AWS loT Core for free ............. 6 Fig. 44. Setting the credential IDs ...........ccccceeieeeee. 35
Fig. 3. Sign in or create a new AWS loT Core Fig. 45. Subscribe to the MQTT topiC ........ccccccvveenee 36
ACCOUNE .. 6 Fig. 46. Check MQTT topic subscription ................... 36
Fig. 4. Create an AWS loT Core account ...........c........ 7 Fig. 47. Connect FRDM-K64F board ...........c..cc...c.... 37
Fig. 5. Create an AWS loT Core account - Contact Fig. 48. Configure TeraTerm ..........ccccooiiiiiiiiiiennnes 37
information ............cccooiiiii 8 Fig. 49. Debug AWS project ........ccccveiiiiiiinniiieee. 38
Fig. 6. Create an AWS loT Core account - Fig. 50. Device connection to AWS ... 39
Payment information ..., 9 Fig. 51.  Device connection to AWS - dashboard ....... 39
Fig. 7. Create an AWS loT Core account - Confirm Fig. 52.  Device connection to AWS - Published
your identity ......oooooiiiiii e 10 messages in the update MQTT topic ............ 40
Fig. 8. Create an AWS loT Core account - Enter Fig. 53. Create se050_middleware folder .................. 42
verification code ... 11 Fig. 54. Unzip se050 middleware ...........cccccceeeeuneenn. 42
Fig. 9. Create an AWS loT Core account - Select Fig. 55.  Unplug and plug OpenSDA port .........cc........ 43
asupport plan ..., 12 Fig. 56. FRDM-KB4F drive ........ccccccoviiiiiiiiiiiiieeees 43
Fig. 10. AWS Management Console - loT landing Fig. 57. VCOM binary folder ..........ccocceeiiiiiieninnnn. 44
SF= o [ TSR 13 Fig. 58. Drag and drop VCOM binary ..........cccccceenee 44
Fig. 11.  AWS Management Console - AWS loT Fig. 59. Check VCOM and serial ports .........ccc..... 45
(7] (- TSRS 13 Fig. 60. Connect boards .........ccccooiieiiiiiiiiieeeie 46
Fig. 12. Go to the AWS IoT Things menu .................... 14 Fig. 61.  Find Provision_AWS.exe file in your
Fig. 13.  Select Create a single thing option ................. 14 EdgelLock SE05x Plug & Trust Middleware
Fig. 14.  Add your device to the thing registry ............... 15 PACKAGE ...ooiiiiiie 46
Fig. 15. Create a thing without certificate ..................... 16 Fig. 62. Run Provision_AWS.exe executable ............ 47
Fig. 16.  Confirm AWS loT Thing creation ..................... 16 Fig. 63. Generated AWS credentials ..........c..ccccceeee.. 48
Fig. 17. Go to the AWS loT policies menu ................... 17 Fig. 64. AWS IoT certificates menu .............c.cccceee. 49
Fig. 18. Create a policy name and go to Advanced Fig. 65. AWS certificate creation options ................... 50
1370 o [ TP 17 Fig. 66. Register a CA certificate ............ccccceerieen. 50
Fig. 19.  Personalize your AWS IloT Core policy ........... 18 Fig. 67. Get registration code ..........cccocviiiiiiiiinnnins 51
Fig. 20. Confirm AWS IoT policy creation .................... 19 Fig. 68. Locate verification_certificate.py Python
Fig. 21.  Create se050_middleware folder .................... 20 SCIIPL oo ——— 51
Fig. 22.  Unzip se050 middleware .........c..cccceereenunennn. 20 Fig. 69. Go to Provisioning folder .............ccccoeceeen.n. 52
Fig. 23.  Unplug and plug OpenSDA port ..........ccceeee... 21 Fig. 70.  Execute verification_certificate.py script ....... 52
Fig. 24. FRDM-K64F drive .......ccccoiiiiiiiiiei e 21 Fig. 71.  Verify generation of the AWS verification
Fig. 25.  VCOM binary folder ...........cccooieiiiiiieieee. 22 certificate .....ccoooeeiii 52
Fig. 26. Drag and drop VCOM binary ..........cccccceennee. 22 Fig. 72.  Upload your root CA and AWS verification
Fig. 27. Check VCOM and serial ports ..........ccccccueeeee. 23 certificate .....ccoooeeiii 53
Fig. 28. Connect to the EdgeLock SE05x using Fig. 73.  Check that your root CA is registered ........... 54
ssscli and read certificate ID list ...................... 24 Fig. 74. Go to the AWS IoT Certificates menu ........... 55
Fig. 29.  Get the certificate from the EdgeLock Fig. 75. Create a certificate ........ccccocveeiiiiiiiiie. 55
SEO05X USING SSSCli «..eeviieiiiiiieeiiiee e 24 Fig. 76.  Select a CA to register a client certificate ..... 56
Fig. 30. Go to the AWS loT Certificates menu ............. 25 Fig. 77.  Select a client certificate ............cccccccoeeee. 56
Fig. 31. Register a certificate ...........ccccooiiiiiiiiiiii. 26 Fig. 78. Register and activate device certificate ........ 57
Fig. 32. Select CA menu ......cccooiiiiiiiiiiiiee e 26 Fig. 79.  Confirm device certificate registration ........... 57
Fig. 33. Register existing device certificate .................. 27 Fig. 80.  Attach a thing to your device certificate ........ 58
Fig. 34. Activate device certificate ..........ccccceeiiinnnie 27 Fig. 81.  Attach a policy to your device certificate ....... 58
Fig. 35. Attach a thing to your device certificate ........... 28 Fig. 82. Import FRDM-K64F SDK .......cccccoiiiiiiiiiniis 59
Fig. 36.  Attach a policy to your device certificate ......... 29 Fig. 83. Import AWS project in the workspace ........... 60
Fig. 37. Import FRDM-K64F SDK .......ccccoiiiiiieien. 30 Fig. 84. Go to your AWS IloT Thing ......cccceeeiiieeeenns 61
Fig. 38. Import AWS project in the workspace ............. 31 Fig. 85. Find your Rest API Endpoint ........................ 61
Fig. 39. Go to your AWS loT Thing ......cccceveiiiiiieenenne 32 Fig. 86. Set the Rest APl Endpoint and thing name
Fig. 40. Find your Rest APl Endpoint .............c.ccccceee. 32 in your project settings .........ccccooiiiiiiiinen. 62
Fig. 41. Set the Rest API Endpoint and thing name Fig. 87.  Find your MQTT Update topic ..........ccceeuee. 62
in your project settings .........cccccceeviiieniinenen. 33 Fig. 88. Set the MQTT publish topiC ........cccccveerinenne 63
Fig. 42.  Find your MQTT Update topic .........cocevrvveennes 33
AN12404 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2021. All rights reserved.

Application note

535216

Rev. 1.6 — 15 January 2021

66 / 67



NXP Semiconductors

AN12404

EdgeLockTWI SE05x for secure connection to AWS loT Core

Contents
1 EdgeLock SE05x ease of use
configuration ... 3
2 Leveraging EdgeLock SE05x for AWS loT
Core device onboarding ..........ccccomriiiianeriiciines 4
3 Running AWS loT Core device onboarding
project example ... 5
3.1 Hardware required .............coooeeciiiiiiieeeeeeeeee, 5
3.2 Sign up for an AWS IoT Core account ............... 5
3.3 Create an AWS loT thing .....cccooeiieeiiiiiieee 13
3.4 Create @ POliCY ...oooeviiieiei i 16
3.5 Extracting credentials from EdgeLock
SEOSX i 19
3.5.1 Download EdgeLock SE05x Plug & Trust
Middleware ..........ccocoeeiiiiiiiicee 19
3.5.2 Flash FRDM-K64F with VCOM software ......... 21
3.53 Read device certificate from EdgelLock
SEOSX o 23
3.6 Registering device certificate in AWS loT
COrE e 24
3.7 Attach AWS Thing and policy to the
certificate .......ocoveiiiie 27
3.8 AWS loT Core project configuration ................ 29
3.8.1 Download and install the FRDM-K64F SDK .... 29
3.8.2 Import AWS loT Core example project ............ 30
3.8.3 Configure AWS loT Core project account
SEHINGS .eeiieiiiee e 31
3.9 AWS loT Core project execution ..................... 35
4 Appendix: Registering a CA certificate for
just-in-time registration ............ccccoiiiiiinnnes 41
41 Running AWS loT Core key provisioning
SCIIPLS evtiiiiiiiee e 41
411 Download EdgeLock SE05x Plug & Trust
Middleware ..........ccocoeeiiiiiiiicee 41
4.1.2 Flash FRDM-K64F with VCOM software ......... 43
41.3 Key and certificate configuration for use
with AWS 10T COre ......coooeveviiiriieciecee 45
4.2 Register root certificate authority (CA) ............. 48
421 Get registration code from AWS ...................... 48
422 Generate AWS verification certificate .............. 51
423 Upload root CA and AWS verification
certificate .......ocoveviii 52
4.3 Register device certificate ..........c.ccocccoiieniiie 54
4.4 Attach thing and policy to certificate ................ 57
4.5 AWS loT Core project configuration ................ 59
451 Download and install the FRDM-K64F SDK .... 59
452 Import AWS loT Core example project ............ 60
453 Configure AWS loT Core project account
SEHINGS .eeiiiiiiiee e 60
5 Legal information ... 64

Please be aware that important notices concerning this document and the product(s)
described herein, have been included in section 'Legal information'.

© NXP B.V. 2021. All rights reserved.

For more information, please visit: http://www.nxp.com
For sales office addresses, please send an email to: salesaddresses@nxp.com
Date of release: 15 January 2021
Document identifier: AN12404
Document number: 535216



	1  EdgeLock SE05x ease of use configuration
	2  Leveraging EdgeLock SE05x for AWS IoT Core device onboarding
	3  Running AWS IoT Core device onboarding project example
	3.1  Hardware required
	3.2  Sign up for an AWS IoT Core account
	3.3  Create an AWS IoT thing
	3.4  Create a policy
	3.5  Extracting credentials from EdgeLock SE05x
	3.5.1  Download EdgeLock SE05x Plug & Trust Middleware
	3.5.2  Flash FRDM-K64F with VCOM software
	3.5.3  Read device certificate from EdgeLock SE05x

	3.6  Registering device certificate in AWS IoT Core
	3.7  Attach AWS Thing and policy to the certificate
	3.8  AWS IoT Core project configuration
	3.8.1  Download and install the ​F​R​D​M​-​K​6​4​F​ SDK
	3.8.2  Import AWS IoT Core example project
	3.8.3  Configure AWS IoT Core project account settings

	3.9  AWS IoT Core project execution

	4  Appendix: Registering a CA certificate for just-in-time registration
	4.1  Running AWS IoT Core key provisioning scripts
	4.1.1  Download EdgeLock SE05x Plug & Trust Middleware
	4.1.2  Flash FRDM-K64F with VCOM software
	4.1.3  Key and certificate configuration for use with AWS IoT Core

	4.2  Register root certificate authority (CA)
	4.2.1  Get registration code from AWS
	4.2.2  Generate AWS verification certificate
	4.2.3  Upload root CA and AWS verification certificate

	4.3  Register device certificate
	4.4  Attach thing and policy to certificate
	4.5  AWS IoT Core project configuration
	4.5.1  Download and install the ​F​R​D​M​-​K​6​4​F​ SDK
	4.5.2  Import AWS IoT Core example project
	4.5.3  Configure AWS IoT Core project account settings


	5  Legal information
	Tables
	Figures
	Contents

