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Table 1. Abbreviations

Acronym

GCP

Description

OEM

Google Cloud loT Core Platform

Original Equipment Manufacturer
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1 EdgelLock SE05x ease of use configuration

AN12401

The IoT device identity should be unique, verifiable and trustworthy so that device
registration attempts and any data uploaded to GCP can be trusted by the OEM. GCP
verifies the device identity using PKI cryptography. This authentication scheme requires
that the associated private key remains secret and hidden from users, software or
malicious attackers during the product's lifecycle

The EdgelLock SE05x security IC is designed to provide a tamper-resistant platform

to safely store keys and credentials needed for device authentication and device
onboarding to cloud service platforms such as GCP. Using the EdgelLock SE05x security
IC, OEMs can safely connect their devices to GCP without writing security code or
exposing credentials or keys.

However, key generation and injection into security ICs can introduce vulnerabilities if
not done properly. Manual provisioning can lead to errors and is difficult to scale when
more devices are needed. Also, to ensure keys are kept safe, injection should take place
in a trusted environment, in a facility with security features like tightly controlled access,
careful personnel screening, and secure IT systems that protect against cyberattacks and
theft of credentials among others.

In order to allow OEMSs to get rid of the complexity of key management and to offload the
cost of ownership of a PKI infrastructure, the EdgeLock SEQ05x is offered pre-provisioned
for ease of use. This means that OEMs are not required to program additional credentials
and can leverage the EdgelLock SE05x ease of use configuration for most of the use
cases, including for secure cloud onboarding of their devices to GCP.

Note: For more information about the EdgelLock SE05x ease of use configuration,
please refer to AN12436 - SE050 configurations.

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2020. All rights reserved.
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2 Leveraging EdgelLock SE05x ease of use configuration for GCP

GCP uses private / public key pairs to authenticate devices into their platform. This
authentication scheme requires that the associated private key remains secret and
hidden from users, software or malicious attackers during the product's lifecycle. In
addition, the process of secure provisioning private / public key pairs into 10T devices
throughout the OEM's supply-chain is challenging, requiring placing dedicated teams and
secure hardware in remote manufacturing sites, resulting in slower time to market and
increased costs.

The EdgelLock SE05x is offered off-the-shelf pre-provisioned so that OEMs are not
required to program any additional credentials to onboard their devices to GCP. On the
one hand, EdgelLock SE05x provides a tamper-resistant platform to safely store the
private key needed for device authentication and registration to GCP service. On the
other hand, the public key or the device certificate can be read out from the EdgeLock
SE05x (e.g. at manufacturing time) and installed on the GCP platform.

Figure 1 illustrates the device registration flow to GCP leveraging the EdgeLock SE05x
ease of use configuration:

1. NXP delivers to the OEM's device manufacturer a quantity of EdgeLock SE05x ICs
based on a purchase order. The EdgeLock SE05x samples come pre-provisioned with
die-indiviidual credentials.

2. The OEM's device manufacturer assembles the EdgelLock SE05x ICs and deploys the
software into the final 10T devices. It also needs to take care to read out the device
public key from the EdgelLock SE05x samples.

3. The OEM, as the system operator, manages the GCP account and registers on it
every device by uploading its public key (Optionally, the device certificate can be used
instead of the public key).

4. The OEM ships loT devices to end customers.

5. loT devices boot up and automatically connect to GCP service using the private key
pre-provisioned inside EdgeLock SE05x ease of use configuration.

OEM OEM’s Cloud
EdgeLock Read devices Upload devices loT account
ublic keys ublic keys
} { SE050 —) st div s P - 3% p - y
334 B —— B ————r
- -4 — 1
(7]
Chip OEM'’s device =
_ 5 JEC_2)
manufacturer manufacturer Ship loT )
devices to loT device
end-users onboarded!
o
. VOO
S
End
customer

Figure 1. GCP device registration flow with EdgeLock SE05x ease of use
configuration

Disclaimer: The described device registration flow spans multiple roles given the various
entities involved. How each roles is mapped in the registration flow might be scenario-
dependent for each OEM.
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3 Running the GCP device onboarding project example

The GCP project example included in the EdgeLock SE05x Plug & Trust Middleware
is an illustrative software example that showcases how to leverage EdgeLock SE05x
security IC to set up trusted connections to GCP cloud.

This section explains the steps required to run the GCP demo leveraging the EdgelLock
SE05x ease of use configuration. We also use the FRDM-K64F board as an example,
but the same steps can be replicated using any the MCU/ MPUs supported by the
EdgelLock SE05x Plug & Trust Middleware.

On the other hand, if you prefer to generate and inject your own credentials in EdgeLock
SE05x for the GCP demo, please refer to Section 4. It explains how to use the
provisioning scripts included as part of EdgeLock SE05x Plug & Trust Middleware for that
purpose.

Note: The GCP device onboarding procedure described in this section and the
EdgelLock SE05x Plug & Trust Middleware GCP demo example are provided only
for evaluation purposes. Therefore, the subsequent procedure must be adapted and
adjusted accordingly for a commercial deployment.

3.1 Hardware required

This guide provides detailed instructions to the GCP project example using the hardware
described below. However, you could use other MCU / MPU boards supported by
EdgelLock SE05x Plug & Trust Middleware for this purpose as well.

1. OM-SEO50ARD development kit:

Table 2. OM-SE050ARD development kit details
Part number 12NC Content Picture

OM-SEO050ARD 935383282598 EdgeLock SE050
development board

2. FRDM-K64F board:

Table 3. FRDM-K64F details
Part number 12NC Content Picture
FRDM-64F 935326293598 Freedom

development platform

for Kinetis K64, K63
and K24 MCUs

AN12401 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2020. All rights reserved.
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3.2 Read out public key from EdgelLock SE05x ease of use configuration

3.21

GCP requires devices to register before they can connect to their cloud platform. The
registration process consists of creating a logical device instance and uploading on it the
public key of the device (or optionally, the device certificate). The device public key can
be directly read from the EdgeLock SE05x ease of use configuration.

Table 4 shows the ECC256 key pair we will use for GCP device onboarding. This
ECC256 key pair has been selected as an example, for a complete detail of the
EdgelLock SE05x ease of use configuration, refer to AN12436 - SEQ50 configurations.

Table 4. ECC256 public key used for GCP device onboarding

Key name and Certificate Usage policy Erasable by Identifier
type customer
Cloud connection |Cloud Default Yes Key: 0xFO000100
key 0, ECC256, |Connectivity Cert: 0XF0O000101
Die Individual Certificate 0, ECC

signed

This section explains how to read out the public key from the EdgelLock SE05x using a
FRDM-K64F board as a host platform.

Note: Check AN12396- Quick start guide to Kinetis K64 for detailed instructions on how
to bring up the FRDM-K64F board.

Download EdgelLock SE05x Plug & Trust Middleware

Follow these steps to download the EdgeLock SE05x Plug & Trust Middleware in your
local machine:

1. Download EdgelLock SE05x Plug & Trust Middleware from the NXP website
2. Create a folder called se05x_middleware in C: directory as shown in Figure 2:

g =i = Drive Tools  Local Disk (C)
G B Wiy | s
- v 4 #. > ThisPC > Local Disk (C)
= Pictures F N Name Date modified Type Size
Wi
measIc Intel 2/25/2019 412 AM  File folder
FiDjects nxp 3/7/2019 1:28 AM File folder
B Videos PEMicro 3/7/2019 1:34 AM File folder
& OneDrive PerfLogs 4/11/2018 4:38 PM File folder
Program Files 3/11/2019 4:05 AM File folder
= This PC Program Files (x86) 3/11/2019 3:28 AM File folder
3 3D Objects Projects 3/11/2019 6:17 AM File folder
m Desktop Python27 3/11/2019 4:53 AM File folder
B Docuinisits se05x_middleware « 3/11/2019 627 AM  File folder
Users 2/25/2019 5:06 AM File folder
4 Downloads
5 Windows 3/11/2019 3:38 AM File folder
d Music ’
-| Recovery 2/25/2019 12:46 PM Text Document 0 KB
= Pictures
& Videos
% Local Disk (C)
. USB DISK (E)
. USB DISK ()
Figure 2. Create se050_middleware folder
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3. Unzip the EdgelLock SE05x Plug & Trust Middleware inside the se05x_middleware
folder. After unzipping, you will see a folder called simw-top created. The contents of
the simw-top directory should look as they appear in Figure 3:

Home Share View
v A > |This PC » 0S(C:) » sel5x_middleware > simw-top _ v O O Search simw-top
=~
Name Date modified Type Size
ick access
akm File folder
*bileKnowledge binaries File folder
eDrive - MobileKnowledge temas Fiicfolder
doc File folder
sPC ext File folder
D Objects hostlib File folder
esktop mal File folder
BClERE nxp_iot_agent File folder
projects File folder
ownloads
. pycli File folder
Hsic scripts File folder
ictures 333 File folder
ideos tools File folder
1S (C) || Andreid.mk MK File 7KB
\j CleanSpec.mk MK File 2KB
twork ™ 5 o
=] CMakeLists.txt Text Document 4KB
EULA.pdf Adobe Acrobat D... 134 KB
Figure 3. Unzip se05x middleware

Note: It is recommended to keep se05x middleware with the shortest path possible
and without spaces in it. This avoids some issues that could appear when building the
middleware if the path contains spaces.

3.2.2 Flash FRDM-K64F with VCOM software

The VCOM software allows the FRDM-K64F board to be used as a bridge between the
Windows machine and the EdgeLock SE05x and enables the execution of the EdgeLock
SE05x ssscli tool and other utilities from the laptop. To flash the VCOM software into
the FRDM-K64F, follow these steps:

1. Unplug and plug again the USB cable to the openSDA USB port as shown in Figure 4:

° Unplug ~ Plug
- =

OpenSDA port &5 OpenSDA port

Figure 4. Unplug and plug OpenSDA port
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2. When you plug the board, your laptop should recognize the board as an external drive

as shown in Figure 5:

“ =

Home Share View Manage

1 = > FROM-KSD (E) «

"

Drive Tools

Name
s Quick access

f MobileKnowledge

v @ ThisPC
P 3D Objects
[ Desktop
[ Documents
4 Downloads
D Music
&=] Pictures
B videos
& 05(C)
= USB Drive (D:)
s FRDM-KB4FD (E:)

> wm FRDM-KB4FD (E:)

Figure 5. FRDM-K64F drive

FRDM-K64FD (E:)

5 DETAILS.TXT
ﬁ] PRODINFO.HTM

Date modified

Type

Text Document
HTM File

1KB
1KB

3. Flash the VCOM software to FRDM-K64F. The VCOM software binary can be found
in the EdgeLock SE05x Plug & Trust Middleware package, inside the simw-top
\binaries folder as shown in Figure 6:

| ¥ = | binaries
Home Share View
= v A

3 Quick access

f& MobileKnowledge
> [ This PC

s USB Drive (D:)

;j Network

> ThisPC » 0S(C) » se050_middleware > simw-top > binaries -

~

Name Date modified

pySSSCLI

[ ] a7x_vcom-SCI2C-evkbimxrt1050-A71XX.bin
[ ] a7x_vcom-SCI2C-frdmk64f-AT1XX.bin

| | a7x vcom-T10l2C-evkbimxrt1050-SE050x.bin

6/5/2

| [j a7x_vcom-T10l2C-frdmk64f-SE050x.bin

Figure 6. VCOM binary folder

AN12401
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4. Drag and drop or copy and paste the a7x vcom-TloI2C-frdmk64f-SE050x.bin
file into the FRDM-K64F drive from your computer file explorer as shown in Figure 7:

- v s Drive Tools ~ FRDM-KB4FD (E:)
Home Share View Manage

1 s > FRDM-K64FD (E:)

& Name Date modified Type Size

s Quick access
[ DETAILS.TXT

fiz MobileKnowledge 2| PRODINFO.HTM

Text Document 1KB
HTM File 1KB

v @ ThisPC
B 3D Objects

Desktop \
| Documents

4 Downloads

D Music

=] Pictures

B Videos

oo
wa USB Drive (D:)

= FRDM-K64FD (E)

= FRDM-K64FD (E:)

Figure 7. Drag and drop VCOM binary

5. The serial and VCOM ports should be recognized by your Device Manager. To check

that the ports are recognized, follow the steps indicated in Figure 8:

a. Unplug the USB cable from the OpenSDA USB port.

b. Plug the USB cable to the OpenSDA USB port.

c. Check that the serial port is recognized in the category Ports (COM & LTP). In
this document, it is recognized as USB Serial Device (COM?7) but this naming
might change depending on your computer. Therefore, it is important that you
identify which device is recognized at the moment you plug the SDA USB port to
the computer.

d. Plug the USB cable to the K64F USB port.

e. Check that the VCOM port is recognized in the category Ports (COM & LTP).

In this document, it is recognized as Virtual Com Port (COMS8) but this naming
might change depending on your computer (e.g. It could also appear named as

AN12401 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2020. All rights reserved.
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USB Serial Device). Therefore, it is important that you identify which device is
recognized at the moment you plug the K64F USB port to the computer.

File

& Device Manager

Action View Help

e mHEmE

<

3 Computer

i ControlVault Device

= Disk drives

[ Display adapters

¥ Firmware

{# Human Interface Devices
(& Jungo Connectivity

2 Keyboards

.1 Memory technology devices
@ Mice and other pointing devices
@@ Meonitors

P Network adapters

Portable Devices

@ Ports (COM & LPT)

@ Intel(R) Active Management Tecanology -l (COM3)
@ USB Serial Device (COM7) a Check serial port *
@ Virtual Com Port (COM)
3 Print queues

OpenSDA port

° Plug
< Bl g

OpenSDA port

0 -

‘ ° Check VCOM port *

[ Processors

[ Proximity devices

W7 Security devices

. Smart card readers
¥ Software components
§ Software devices

i Sound, video and game controllers

K64F USB port
* Port naming might change depending the computer

G Starane cantrallare

Figure 8. Check VCOM and serial ports

Note: Please note that it is possible that either of the two COM ports is not detected
when using low-quality or charge-only USB cables.

3.2.3 Read public key using ssscli tool

To read the public key using the sssc11i tool, follow these steps:

1. Mount OM-SE050ARD on top of the FRDM-K64F. Then, connect FRDM-K64F
OpenSDA port and K64F port to your laptop as shown in Figure 9

Laptop

a

®
-]

°
(=]

®
o

L]
o

L]
°

°
oﬂ
oﬁ

Figure 9. Connect boards
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2. Create a folder to store the extracted key and start the ssscli tool by sending the
commands shown in Figure 10:
a. Goto simw-top\binaries\pySSSCLI folder:
Send: >cd se050 middleware\simw-top\binaries\pySSSCLI
b. Create a folder to store the extracted key:
Send: >mkdir data
c. Check your VCOM port number in your Device Manager. Open the connection
using the ssscli:
Send: >ssscli connect se050 vcom <COM NUMBER>
d. Send the reset command:
Send: >ssscli se05x reset

| & Command prompt = O X

Figure 10. Start ssscli tool

Note:/f you see the following message: WARNING:sss.connect:Session already
open, close current session first message as shown in Figure 11, it means that you
have a session open. To close it, send: (1) > ssscli disconnect and then
send once again (2) >ssscli connect se050 vcom <COM NUMBER> and later
(3) >ssscli se05x reset.

[ B Command Prompt - O X

1i disconn

1i

Figure 11. Close an already opened session
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3. Read the public key from the EdgeLock SE05x and save it with the name
cloud ecc_ key.pem as shown in Figure 12:
Send: >ssscli get ecc pair 0xF0000100 datalcloud ecc key.pem

Note: 0xF000100 is the identifier of the pre-configured ECC256 key pair that we are

using in this example (EdgeLock SE05x ease of use configuration).

‘ BE¥ Command Prompt - m}

get ecc pair ©xFE@EO100 data\cloud_ecc_key.pem

Figure 12. Extract public ECC key

4. The extracted public key can be found in the data folder as shown in Figure 12:

Figure 13. Extract public ECC key

-
Ty New item ~ ) [ setect an
V|
£ Easy access ~ J Select none
New Properties
folder 5 ©History 7 Invert selection
Nev Open Select
wn-top > binaries > pySSSCLI > data v P
! Name Date modified Type
2 cloud_ecc_key.pem 1S (S/MIME) File KB
[& €\se050_middleware\simw-top\binaries\pySSSCLNdata\cloud_ecc_key.pem - Notep..  — o x
File Edit Search View Encoding Language Settings Tools Macre Run Plugins Window 7 X
= 8 o & gl x| EE|S En@EB
W cloud_ecc_key.pem [X]
\ _____ BEGIN PUBLIC KEY--——-
E 30 KoZIzjODAQcDQGAEOMi//1h3dulc02MdeYdKzOQXritX
€9sLiuziIXzJLlquwIyJoa2/MV+IdcsKTnQaiENg==
length: 178 lirLn:1 Col:1 Sel: 0|0 Unix (LF) UTF-8 INS

5. Close the connection as shown in Figure 14:
Send: >ssscli disconnect

Command Prompt o t

C:\se@56_middleware\simw-top\binaries)\ >ssscli disconnect

C:\se@56_middlew

e\simw-top\binarie

Figure 14. Disconnect ssscli

If you have completed this section, go to Section 3.3.

Prepare GCP cloud platform

This section describes how to get started with GCP using the so-called Google Cloud
Platform Console (GCP Console). The GCP console is a web dashboard offering a
friendly user interface. This chapter describes how to:

* Create a GCP account.

¢ Create a project.

All information provided in this document is subject to legal disclaimers.

© NXP B.V. 2020. All rights reserved.

Application note

Rev. 1.4 — 7 December 2020
534913

13/41




NXP Semiconductors AN 1 2401

AN12401

3.3.1

EdgeLockT'VI SEO05x for secure connection to GCP

¢ Enable billing option.
¢ Create a registry.
¢ Create a device.

To perform the above steps, GCP supports the GCP Console, the APl and gcloud. For
the sake of simplicity, this application note only uses the GCP Console. For details on
how to perform any of these steps using the API or gcloud , refer to Cloud loT Core
documentation.

Note: The GCP account preparation procedure is the same independent of the MCU /
MPU platform you choose for evaluation purposes.

Create a GCP account

GCP offers a 12-month free trial for new accounts. To create your GCP account:

1. Go to https://cloud.google.com/iot-core/ and click the Try it free button (Figure 15):

DGoogleC[oud Google t Products P

Internet of Things

CLOUD IOT CORE

A fully managed service to easily and securely connect, manage, and ingest data from globally dispersed devices.

EXEEN <

Figure 15. Create a free acount in Cloud loT Core
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2. Sign-in with your Google account. If you do not have one, you need to create one
beforehand (Figure 16 ):

Google
Signin

to continue to Google Cloud Platform
Email or phonie
Forgot email?

Mol your computer? Lise Guest mode to sdgn in privately
Learn mora

Create account “

Figure 16. Sign in to your Google account

3. Select (1) your country, (2) accept the terms of service, and (3) click Agree and
continue button (Figure 17):

Try Google Cloud Platform for free

Step 1of 2

Country

Terms of Service

n | have read and agree to the Google Cloud Platform Free Trial Terms

of Service,

Required to continue

n AGREE AND CONTINUE

Figure 17. Create a free acount in Cloud loT Core (ll)
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4. Fill in your customer information (Figure 18)

Try Google Cloud Platform for free

Step 2 of 2

Customer info

O Acounttype @

B Taxinformation /'

B2 Nameandaddress @ /'

ittt

Primarycontact @ /'

Figure 18. Create a free acount in Cloud loT Core (lll)

AN12401 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2020. All rights reserved.
Application note Rev. 1.4 — 7 December 2020
534913 16/ 41




NXP Semiconductors AN 1 2401

EdgeLockTWI SEO05x for secure connection to GCP

5. Supply a valid credit or debit card and click Start my free trial button as shown in
Figure 19. You will not be charged, GCP uses your credit card to verify your identity.
When the free trial ends, you will need to manually upgrade your paid account.

How you pay
f3]  Monthly automatic payments

You pay for this service on a regular monthly basis, via an automatic
charge when your payment is due.

Payment method (O a

B Add credit or debit card v

Credit or debit card address is same as above

& personal information that you provide here will be ad

START MY FREE TRIAL “

Figure 19. Create a free acount in Cloud loT Core (IV)

3.3.2 Create a project

A project called My First Project is created by default when the GCP account is created.
You can use this project or you can create a new one. To create a new project:

AN12401 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2020. All rights reserved.
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. Go to the blue ribbon on the top and click My First Project.. In the Select a project

form, click New Praject on the top right hand side as shown in Figure 20

Select a project n E3  NEWPROJECT

Q Search projects and folders

RECENT ALL

Name D

% MyFirstProject @ confident-mix-228007

Se  MyFirstProject @ animated-bonsai-228008

CANCEL OPEN

Figure 20. Create a project
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2. Type your project name and click Create as shown in Figure 21

= Google Cloud Platform

New Project

You have 22 projects remaining in your quota. Request an increase or
delete projects. Learn more

MANAGE QUOTAS

Project Name *
my-se050-project “ @
Project ID: my-se050-project. It cannot be changed later. EDIT

Location *
B No organisation BROWSE

Parent organisation or folder

crew 2

Figure 21. Create a project Il

3. Wait a few seconds until the project creation is completed.To select the new project,
go to the blue ribbon on the top and click My First Project. In the Select a project form,
click your project from the list as shown in Figure 22

Select a project E3  NEWPROJECT

Q, Search projects and folders

RECENT ALL
Name ID
- v 8¢ my-se050-project @ my-se050-project
¢ My Demo Project @ my-demo-project-228010
o¢  MyFirst Project @ animated-bonsai-228008

Figure 22. Select the new project
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3.3.3 Enable billing option

After selecting the project, you might be asked to enable Cloud loT API. The Cloud loT
API must be enabled before you can view Cloud IoT in the console. To enable Cloud loT
API:

1. Click Enable API as shown in Figure 23

= Google Cloud Platform 2 mynew test v

m loT Core

loT Core

API Disabled

Reliable real-time messaging
The Cloud 10T API must be enabled before you can view Cloud loT
in the console.

v R

Figure 23. Enable Cloud loT API

3.3.4 Create a registry

After enabling the API, you will be asked to create a device registry. A device registry
is a container of devices, it belongs to a cloud project and is created in a specific cloud
region. To create a registry:
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1. Click on Create a device registry button as shown in Figure 24

= Google Cloud Platform % mynew test v

m loT Core

loT Core

Device registries

ces and set properties

i col, data storage
location ar rt connecting devices 10
Cloud loT, fir try to place them in. Learn

more

Create a device registry -

Figure 24. Create device registry

2. Fill in the following information for your device registry creation as shown in:

a. Registry ID: Type the ID for the registry. This identifier is permanent.

b. Region: Choose the cloud region where data will be stored for devices in this
registry.

c. Protocol: Select the protocols that your devices will use to connect to Cloud loT
Core (MQTT / HTTP).

d. Default telemetry topic: Topics are aggregators that allow you to send and receive
messages between the devices and Cloud IoT Core. Device events will be
published to this topic by default. Select a default telemetry topic or create a new
one. To create a new topic, select create a topic. In the create a topic dialog, enter
your topic name in the Name field.

e. Device state topic: This field is optional. You can define a topic where devices will
publish updates in regards to device status or configuration changes.

f. CA certificate: This field is optional. You can upload, or enter manually, a CA
certificate in .pem format. Adding a CA certificate will enable Cloud loT core to

AN12401 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2020. All rights reserved.
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verify the chain of trust of device certificates against this registry-level CA. In this

case, device certificates need to be signed by this CA certificate.

errors.

g. Stackdrive logging: Choose which device activity events are sent to Stackdriver
Logging. Device activity logs include information such as device connections and

m IoT Core & Create a registry

Define how devices in this registry will send data to Cloud loT Core. After you
create your registry, you can start adding devices to it. Learn more

Registry ID
Permanent identifier for your registry. Start with a letter.

my-registry

Region
Determines where data is stored for devices in this registry. Choice is permanent

4

Pttt

europe-westl

Protocol

Select the protocols your devices will use to connect to Cloud 10T Core. Learn more
~ MQTT

v HTTP

Cloud Pub/Sub topics

Cloud loT Core routes device me
messages to different topics ar
nthe messages. Leamn more

ges to Cloud Pub/Sub for aggreg
1 subfolders in Cloud Pub/Sub based

on the type of data

Default telemetry topic
Device telemetry events will be published to this topic by default. Add more topics if you

nt these events to be published to separate topics

war

4

projects/my-se050-project/topics/my-topic

¥ Add more telemetry topics

Device state topic
Stat
select a Cloud Pub/Sub topic where these messages will be published on a best-effort
pasis. Learn more

Select a Cloud Pub/Sub topic

Add CA certificate “

Stackdriver Logaing
Set the default logging for all devices in this registry. You can apply a different setting or
debug at the device level. Learn more
® None
Error
Info
Debug

Figure 25. Create registry

ation. You can route

events published by MQTT devices are stored in the registry by default. You can also

= Google Cloud Platform  $s my-se050-project +

Create a device

All information provided in this document is subject to legal disclaimers.
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and uploading the device public key as well as defining other properties. To add a new

device:

1. On the left menu, click on Devices button as shown in Figure 26:

loT Core

Registry details

Gateways

2 B oo B B

Monitoring

Figure 26.

Google Cloud Platform

Devices -

2¢ my-se050-project w

Registry details /' EDIT REGISTRY @ DELETE REGISTRY

Registry ID: my-registry

Region europe-west1
Protocol mMQTT
HTTP

Stackdriver Logging None View logs

Cloud Pub/Sub topics

A registry can have 1 or more topics for publishing device telemetry and state events.
Add or edit topics

Topic name Topic type @ Subfolder

projects/my-se050-project/topics/my-topic Default telemetry

Device state

Vv CA CERTIFICATES

Create a device

2. On the top menu, click on Create a device as shown in Figure 27:

Figure 27.

Google Cloud Platform

‘6’&.? loT Core
B Registry details
&  Devices
= Gateways
o Monitoring

o* my-se050-project v

Devices

+ CREATE A DEVICE -

Registry ID: my-registry
europe-west1

Devices are things that connect to the Internet directly or through a gateway. Learn more

(]

No devices to display in this registry

Enter exact devic

e 1D

Device ID Communication Last seen Stackdriver Logging

Cloud loT Core documentation

Create a device Il

AN12401
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3. Fill in the device creation form with the following information:

a.
b.

Device ID: Type an ID for your device. This field cannot be changed later.
Device communication: Select whether you allow or block device communication
with the cloud.

Authentication: Select ES256 and copy paste the device public key
(cloud ecc key.pem) extracted in Section 3.2.

Public key expiry date: You can set an expiration date for the key. If the key
expires, the device will not be able to connect to GCP.

Device metada: Use this field to add optional device metadata, such as a serial
number.

Stackdrive logging: Choose which device activity events are sent to Stackdriver
Logging. Device activity logs include information such as device connections and
errors.

Click on Create button

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2020. All rights reserved.
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Google Cloud Platform  $* My Demo Project w

‘33 loT Core & Create a device

Create a device in registry MyRegistry.
Device ID

my-device-id

Device communication

Block

Authentication Cptons

Input method
@ Enter manually

Upload

Public key format
RS256

e ES25%6
RS256_X509
ES256_X509

Public key value

————— BEGIN PUBLIC KEY-----

HKo7 Iz i0CADYIKoZ Iz 10DA = M = G
RId/glubiRqCaXvezfiInlaBDl i YUNN/ S Y 7
————— END PUBLIC KEY-----

Public key expiry date Oprions

Expires on: ﬁ

Device metadata  Jption

Key mus!

128 char;

tters, numbers, hyphens and underscores, and be no longer than

Stackdriver Logging

Choose a log setting for this device. Will override the registry default for this device only.
Learn more
® Use registry default setting

None

Error
Info

Debug

£ <rm

Figure 28. Create a device form
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4. Check whether the new device is registered in the registry dashboard as shown in
Figure 29:

= Google Cloud Platform 8¢ my-se050-project v Q
?ﬁ’ loT Core Devices + CREATE A DEVICE
Registry details . d
B ey get Registry ID: my-registry
&  Devices “ europe-west1
= Gateways Devices are things that connect to the Internet directly or through a gateway. Learn more
o~

1 Monitoring

Device ID Communication Last seen Stackdriver Logging
my-device-id @ Allowed 14 Mar 2019, 14:57:53 Registry default a

Cloud 10T Core documentation

O
O

Figure 29. View the new device in the registry dashboard

GCP project execution

To execute the GCP project example, we need to:

¢ Download and install FRDM-K64F SDK.

¢ Import GCP project example.

e Change GCP project account settings.

¢ Run GCP project example.

Note: Before running the GCP demo example, you need to have installed MCUXpresso

IDE and FRDM-K64F SDK in your local environment and imported the GCP project
example. Check AN12396- Quick start guide to Kinetis K64 for detailed instructions on:

* How to install MCUXpresso.
* How to obatin FRDM-K64F SDK.
* How to import FRDM-K64F project examples.

Download and install the FRDM-K64F SDK

The GCP device onboarding project example is included as part of the FRDM-K64F
SDK . Install it to your MCUXpresso workspace as shown in Figure 30:

1. Download the FRDM-K64F SDK, publicly available from the NXP website.
2. Drag and drop the FRDM-K64F SDK zip file in the Installed SDKs section in the
bottom part of the MCUXpresso IDE.
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3. Check that the FRDM-K64F SDK is installed successfully.

= 8 soKimport Wizard

File Edit Navigate Search Project Configlt

a- g @ Please select 2 board

R Project.. 52 2, Periphe. " =8 . Board and/or Device selection page

~ SDKMCUs
MCUs from installed SDKs
NXP MIMXRTI0S2000cB
Kéx

LPCSSx
v MIMXRTI050
MIMXRTI0S20008

frdmkbat

@ Installed SDKs 52 | [] Properties [2) Problems &1
O Qui.. & |=Veri.. B= Outl.. % Bre.. ®=Glo.. = O

@ Installed SDKs
MCUXpresso IDE - Quickstart Panel
elected

ot No project sel

To install an SDK, simply drag and drop an SDK (zip file/fol
Name

Selected Device: SDKs for selected | [ & SDK 2.x_EVKB-IMXRT1050

TargetCore:  em7 Neme 4 & SDK_2.x_FRDM-K64F ‘-
Description: MIMXRTI052: iMX® MIMXRTI052 600MHz, 512KB SRAM Microcontrollers 4 SDK_2.x_EVKB-II M £ SDK_2.x_LPCXpresso55569
el (MCUs) based on ARM® Cortex ®-M7 Core -

@

Figure 30. Import FRDM-K64F SDK

3.4.2 Import GCP project example

The FRDM-K64F SDK includes a project examples called se SE050x_cloud gcp.
Import it to your MCUXpresso workspace as shown in :

1. Click Import SDK examples from the MCUXpresso IDE quick start panel.

2. Select se SE050x_cloud gcp project example and click the Finish button.

3. Check the project is now visible in your MCUXpresso workspace

Note: For detailed instructions on how to import project examples from FRDM-K64F
SDK, check AN12396 - Quick start guide with Kinetis K64F
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Analysit

File Edit Navigate Search Project Configlools Run
0~ | ®-]~ @-iBix|
I¢5 Project... ¢ = [a]
S 8% B °
O Qui.. 52 |(®=Vari.. 9% Outl.. 9% Bre.. ®=Glo. = O
~
- MCUXpresso IDE - Quickstart Panel
5 No project selected
~ Create orimport a project
New project...
B8 import SDK example(s)..
¥ Tmport project(s) from fle systen™.
~ Build your project
@
's
v

3 SDK Import Wizard

i) The source from the SDK will be copied into the workspace.
If you want to use linked files, please unzip the 'SDK_2x_FROM-K84F' SDK.

. Import projects

Project name prefix: | frdmk84f

[ Use default location

C:\Users\Jordi J M  11.0.0.2516)
Project Type
@CProject ) C++ Project () C Static Library ) C++ Static Library

Examples

[type tofiter

Name

> [ E demo_apps
v [@ £ se_hostlib_examples
[0 = se_SE05x_cloud_aws

= <e.SE03x_cloud_ibm
se_SEOS_ex_ecc
se_SEOS_ex_hkdf
se_SEOSx_ex_md
se_SEOSx_ex_rsa
se_SEOSx_ex_symmetric
se_hostlib_mainATICH
se_hostlib_seDSx_ex_i2cMaster
se_hostlib_se0Sx_get_info

= se_hostlib_se05x_minimal

= se_hostlib_vcomA71CH
se_hostlib_vcomSEOS0

Ooooooooooon)

B8 workspace - Welcome page - MCUXpresso IDE
File Edit Navigate
g -

Search Project

[®-]-@i<

ConfigTools Run  Analysis
‘@-ilin|wm

[y Project ... 2, Periphe... 1il{ Registers 3§ Faults = O
EE s @
v (5 frdmk64f_se SE0Sx_cloud_gcp <Debug>
> @ Project Settings
> @) Includes
> €3 Cmsis
(22 amazon-freertos
> €3 board
> (3 component
> 3 device
@ drivers
(& libs
> €8 wip
> €3 mbedtls
& mmcau
(2 se_hostlib
(2 source
> (3 startup
s @3 utilities
(& doc

G Qui.. 8 Out e B =Gl = ]

MCUXpresso IDE - Quickstart Panel
Cioe ) Project: frdmks4f_se_SEOSx_cloud_gcp [Debug]

~ Create or import a project

B8 New project
import SDK example(s)...

& Import project(s) from file system...
~ Build your project

& Build
o Clean

125 frdmk64f_se_SE05x_cloud_gcp

Import GCP project in the workspace

Change GCP project account settings

We need to change a few variables in the MCUXpresso GCP demo related with your
GCP project account settings we created in Section 3.3. In the MCUXpresso workspace:
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1. Goto frdmk64f se SE05x cloud gcp/source folder and open the
gcp iot config.h file as shown in Figure 32:

) workspace - frdmk64f_se_SEOSx_cloud_gcp/source/gcp_iot_config.h - MCUXpresso IDE - =]
File Edit Source Refactor Navigate Search Project Configlools Run Analysis FreeRTOS Window Help
(5 LR ) B SR(bUERRRG-S P AR -0 Q- P - [ IBE N0 -
5 Project... 2 @ Welcome | [8 gep_iot_configh 5 =is]
1—|/' Copyright 2018 NXP I
= 2
> @ mmcau 3 This software is owned or controlled by NXP and may only be used
> (3 se_hostiib ale- By expressly
v (8 source s 11ing, activating and/or
> [ aws_bufferpool_configh ave read, and
> [ aws_dlientcredentialh 7 uch Ticense corm.  1¢
8 s 8 | o o s s . Kie smid ly S mpocuible’ Vcenii barws, S it
> Wl aws matt_agent_config, 9 = may not retain, install, activate or otherwise use the software.
> [B aws_maqtt_configh
[B aws_pes11_configh
> [ aws_secure_sockets_configh
> [& FreeRTOSConfig.c
> [ FreeRT0SConfigh * gep_iot_config.h: <The purpose and scope of this file>
> [B FreeRTOSIPConfigh .
> [ fol_sss firh * $Date: 14-7un-2018 §
> [ gep_client credential keysh - 5A
22 #ifndef GCP_IOT_CONFIG_H_
> 8 gepWTDemo.c 23 #define GCP_IOT_CONFIG_H_
> [ geplWiDemoh a
s B gepmiTask lwip.c 25 #if defined(SSS_USE_FTR_FILE) v
[ nenNTOGatEnnch fin « 2
O Qui.. 8 Outl... 9 B =G| = (& talled SD Properties [2] Problems B Console &3 @ Te ge Memory 69 tack Usage G Debugger C “B-@®v=0
No consoles to display at this time.
MCUXpresso IDE - Quickstart Panel
C2ED Project: framk64f_se SEOS«_cloud_gep [Debug]
~ Create or import a project
New project.
(B import SDK examples)..
® Import project(s)from file system.
~ Build your project
@ & Build
o Clean
£ || Writable Smartinsett | 1:1 i i O NXP MKBAFNTMOocx12 (frdmk..d gep)

2. Replace the #define GCP_PROJECT NAME variable with your GCP project ID

created in Section 3.3.2 as shown Figure 33:

Google Cloud Platform

30

DASHBOARD ACTIVITY 33

Project info H 28

8 gep_iot_configh &

/%
* MACROS/Defines

; i | entrall”
#define GCP_REGISTRY_NAME "a71ch-demo-reg"

#1f (SSS_HAVE_SE@50_C || SSS_HAVE_SE@50_A)

- Go to project settings
No consoles to display at this time.

p 40 #define GCP_DEVICE_NAME “a7lch-dev-04”
Project name 41 #elif SSS_HAVE_SE@50_B
my-se050-project 42 #define GCP_DEVICE_NAME “nxp-rsa-dev-e1"
43 felse
Project ID 44 #define GCP_DEVICE_NAME “a7lch-dev-04"
1 050 45 #endif
my-se050-project 26
Fr— 47 #define GCP_IOT_MQTT_HOST "mqtt.googleapis.com” ///< Customer specific MQTT H
) 48 #define GCP_IOT_MQTT_PORT 8883 /1/< default port for MQTT/S
408661627011 10 #Aafina ArO TAT MATT FITENT Tn
sstalled SDKs [ Properties @ Console % (£l Problems 8 Memory ®Debugger Console ® Instruction Tra

Figure 33. Change GCP_PROJECT_NAME variable
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3. Replace the #define GCP LOCATION NAME variable with your GCP registry region
chosen Section 3.3.4 in as shown Figure 34:

Google Cloud Platform y-se050-project v B *gcp_iot_config.h =
30

[5

b i i . iy 4
S48 loT Core Registry details /' EDITREGISTRY 32 * MACROS/Defines
33
B Registry details . o < #
Registry ID: my-registry
o Devices I Region europe-w
Protocol MaTT
Gateways e g 39 #if (SSS_HAVE_SE@S50_C || SSS_HAVE_SE@50_A)
HTTP 40 #define GCP_DEVICE_NAME "a7lch-dev-84"
@ Monitoring Stackdriver Logging None View logs 41 #elif SSS_HAVE_SE@50_B
42 #define GCP_DEVICE_NAME "nxp-rsa-dev-e1"
43 felse
Cloud Pub/Subtopics 44 #define GCP_DEVICE_NAME "a71lch-dev-04"
45 #endif
Aregistry can have 1 or more topics for publishing de e
Add oriedit topics 47 #define GCP_IOT_MQTT_HOST "mqtt.googleapis.com” ///< Customer specific MQTT H
48 #define GCP_IOT_MQTT_PORT 8883 //1< default port for MQTT/S
Topic name T 40 #Aafina GAD TAT MATT (1 TENT Tn

projects/my-se050-project/topics/my-topic D
stalled SDKs [ Properties & Console % [ Problems 0 Memory ®Debugger Console ® Instruction Trace

No consoles to display at this time.
v CA CERTIFICATES

Figure 34. Change GCP_LOCATION_NAME variable

4. Replace the #define GCP_REGISTRY NAME variable with your GCP registry name
created in Section 3.3.4 as shown Figure 35:

Google Cloud Platform y-se050-project v

B *gcp_iot_configh &

30
N - 31=/*
?H IoT Core Registry details /' EDIT REGISTRY 32 * MACROS/Defines
28 |"=
34
B Registy details Registry ID 35 #idefine GCP_PROJECT_NAVE "my-se@50-projec
#idefine GCP_LOCATION_NAME “europe-westl!
8 Devices Region rope et GISTRY_NAME "my-registry” 2
B cateways . Lo 39 #if (SSS_HAVE_SEG50_C || SSS_HAVE_SE@50_A)
= HTTP 40 #define GCP_DEVICE_NAME "a7lch-dev-04”
- Sl log0s | Nows VeI 41 #elif SSS_HAVE_SEe0_B
f — 42 #define GCP_DEVICE_NAME "nxp-rsa-dev-e1"
43 #else
Cloud Pub/Sub topics 44 #define GCP_DEVICE_NAME "a7lch-dev-@4"
A registry can have 1 or more topics for publishing de 32 fendin
Add or edit topics 47 #define GCP_IOT_MQTT_HOST "mqtt.googleapis.com” ///< Customer specific MQTT H
48 #define GCP_TOT_MQTT_PORT 8883 //1< default port for MQTT/S

Topic name T #dafina ACD TAT MATT £ITENT T
<

projects/my-se050-project/topics/my-topic D1

stalled SDK: perties @ Console blems 8 Memory @ Debugger Console €

- o
No consoles to display at this time
v CA CERTIFICATES

Figure 35. Change GCP_REGISTRY_NAME variable

5. Replace the #define GCP_DEVICE NAME variable with your GCP device name
created in Section 3.3.5 as shown Figure 36:

Google Cloud Platform my-se050-project v

B *gep_iot_configh

3e
310/%
" - w i
?}l IoT Core Devices + CREATE A DEVICE sdalsat bt
34
35 #define GCP_PROJECT_NAME "my-se@5e-project”
B Registry details § . . 36 #define GCP_LOCATION_NAME “europe-uestl"
Registry ID: my-registry 37 #define GCP_REGISTRY_NAME "my-registry"
38
8 Devices europe-west1 39 #if (SSS_HAVE_SE@56_C || SSS_HAVE_SE@50_A)
] GCP_DEVICE_NAME
W cateways Devices are things that connect to the Inteme _HAVE_SE050_
- 42 #define GCP_DEVICE_NAME "nxp-rsa-dev-e1"
43 felse
@  Monitoring = Enter exact device ID 44 #define GCP_DEVICE_NAME "a7lch-dev-04”
45 fiendif
46
D D C ti N —
] Dewe Stbidesid 47 #define GCP_IOT_MQTT_HOST “mqtt.googleapis.com” ///< Customer specific MQTT H(

CP_IOT_MQTT_PORT 8883
o TAT MATT 1 TENT Th

///< default port for MQTT/S

: 0

Cloud IoT Core documentation

es @ Console & oblems 8 Memory @ Debugger Console €

Na cancales ta disnlav at this fime

Figure 36. Change GCP_DEVICE_NAME variable

6. Replace the #define SSS KEYPAIR INDEX CLIENT PRIVATE variable with the
ID of the key pair we are using to connect to GCP (0xF0000100) and the #define
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SSS_CERTIFICATE INDEX with the ID of the associated certificate (0xF0000101) as
shown in Figure 37:

Note: the key and certificate IDs must be the same used in Public key extraction
using FRDM-K64F.

[h] gep_iot_configh 52 = (]
32 T MALKUS/UET1nes =
35 /* doc:start:gep-config */

36 #define GCP_PROJECT_NAME “"my-se@5@-project”

37 #define GCP_LOCATION_NAME "europe-westl"

38 #define GCP_REGISTRY_NAME "my-registry”

39

49 #if (SSS_HAVE_SE@S@_C || SSS_HAVE_SE@S56_A)

41 #define GCP_DEVICE NAME "nxp-ecc-dev-01"

42 #elif S55_HAVE_SE@S8_B

43 #define GCP_DEVICE_NAME "nxp-rsa-dev-@1"

44 #else

45 #define GCP_DEVICE_NAME "a7lch-dev-84"

46 #endif

47 /* doc:end:gcp-config */

438

49 #define GCP_IOT_MQTT_HOST "mqtt.googleapis.com” ///< Customer specific MQTT HOST. The same will be used for Thing Shado
58 #define GCP_IOT_MQTT_PORT 8883 ///< default port for MQTT/S

515 #define GCP_IOT _MQTT_CLIENT_ID X
(uint8_t *)"projects/" GCP_PROJECT_NAME “/locations/" GCP_LOCATION_NAME "/registries/" GCP_REGISTRY_NAME \
"/devices/" GCP_DEVICE_NAME ///< MQTT client ID should be unique for every device
#define GCP_IOT_MQTT_PUB_TOPIC "/devices/" GCP_DEVICE_NAME "/events"”
#define GCP_IOT_MQTT_SUB_TOPIC "/devices/" GCP_DEVICE_NAME "/config"

/* doc:start:gcp-keyids */
tdefine SSS_KEYPAIR_INDEX CLIENT_PRIVATE OxF@000100
cilltdefine SSS CERTIFICATE INDEX ©xF@0001e
* doc:end:gcp-keyids */

Figure 37. Change SSS_KEYPAIR_INDEX_CLIENT_PRIVATE and
SSS_CERTIFICATE_INDEX variables

7. Save changes.

3.44 Run

GCP project example

To run the GCP demo, follow these steps:

1. Connect FRDM-K64F OpenSDA port and K64F port to your laptop, and connect the
board to Internet using an Ethernet cable as shown in Figure 38:

Laptop

(Y

® |

AsnuyeEEn

QUY0S036 1O

eeccocooom
“ecscscee

Internet

Figure 38. Connect FRDM-K64F board

AN12401
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2. Open TeraTerm, go to
rate, 8 data bits, no pa

EdgeLockT'VI SEO05x for secure connection to GCP

Setup > Serial Port and configure the terminal to 115200 baud
rity and 1 stop bit and click OK as shown in:

Tera Term: Serial port setup X

€l Tera Term: New connection

OTeraP

myhost.example.com

Port:

Baud rate:

History
22 Data: Cancel
Telnet
SSH2 Parity:
Stop: Help

UNSPEC
Flow control:

@® Serial

Port: |COM3: Intel(R) Active Management Te v‘

Figure 39. Configure TeraTerm

3. Go to the MCUXpresso Quickstart Panel and click Debug button, wait a few seconds
until the project executes and click on Resume to allow the software to continue its
execution as shown in Figure 40.

File Edit S

o -/ & @-iBixw

& Proj.. 2 ﬁ
% v @

avigate  Search  Project G

S frdmk64f_se_SEOS«_cloud_gep A
© Project Settings
) Includes
8 cMsis
(3 amazon-freertos
(3 board
(5 component
(3 device
3 drivers
3 libs
@ wip
2 mbedtls
@ mmcau
(5 sehostiib
v (8 source
[R aws_bufferpool configh
5] aws_clientcredentialh
[R aws_mqtt_agent_configh
[R aws_matt_configh
. - PR R
O Q. S a)

& Import project(s) from file system. ~
~ Build your project

& Buiid

i
o Clean

- Debug your project

B-EH-B-

R workspace - frdmk64f_se_SE0Sx_cloud_qcp/source/aws _clientcredential.h - MCUXpresso IDE

T

Run F

e PHRARRO S L IKF -0 Q- Oy~ J@Em:d-§-~ SN

4 Debug 12 i S E
(B frdmk4f_mbedtis_sss_gep_jwt_demo LinkServer Debug [C/C++ (NXP Semiconductors) MCU Application]
v i frdmk64f_mbedtls_sss_gep_jwt_demo.axf [MK64FNTMOao2 (cortemd)]
v P Thread #11 (Suspended : Breakpoint)
= main) at ex_sss_main_inc.h107 042062
+ arm-none-eabi-gdb (8.1.0.20180315)

(R gepot configh | [ exsss_main_inch 52 = =l
[} #if EX_SSS_BOOT_EXPOSE_ARGC_ARGV

gex_sss_arge = arge;

gex_sss_argy = argy;
Hendif

#ifdef HAVE_KSDK
ex_sss_main_ksdk_bu();
sendif

LOG_T(PLUGANDTRUST_PROD_NAME_VER_FULL) ;

status = ex_sss_boot_connectstring(arge, argv, &porthiame);
if (ktatus_sss_success != status) {
LOG_E("ex_sss_boot_connectstring Failed");
goto cleanup;

#if AX_EMBEDDED 8& defined(USE_RTOS) 8& USE_RTOS == 1
if (xTaskCreate(8session_open_task,
"session_open_task”,

B Console 2 = = =10
[} 3 B

PFEImE-O-
frdmk64f_mbedtls sss_ gep jt_demo LinkServer Debug [C/C++ (NXP Semiconductors) MCU Application] frdmk64f_ mbedtls sss_gep_jwt demo.axf
[MCUXpresso Semihosting Telnet console for 'frdmk64f_mbedtls_sss_gcp_jwt_demo LinkServer Debug’ started on port 58064 @ 127.0.0.1]

Writable Smartinsett | 107:1 & O NXP MKBAFN1MOoo12 (frdmk... demo)
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Figure 40. Debug GCP project
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(Figure 41) Your device should now be connected to GCP. Check that your device is
connected by:

a. Checking the TeraTerm logs.

b. Checking that the last time the device was seen in the GCP dashboard matches
with the current time.

W COM?7 - Tera Term VT — a X
File Edit Setup Control Window Help

[Connecting to network
iGetting IP address from DHCP ...

IPv4 Address : 192.168.1.244
[DHCP OK

Google Cloud Platform & my-se050-project v

‘g,?é’ loT Core Devices + CREATE A DEVICE
Registry details . .
B i Registry ID: my-registry
43 Devices europe-west1
= Jatewa Devices are things that connect to the Internet directly or through a gate

]

Monitoring 2 ere evice

D Device ID Communication Last seen #

O mydeviceid @ Allowec | 5 Mar 2019, 15:30:30 |

Cloud IoT Core documentation

Figure 41. Device is connected to GCP
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4 Appendix: Key generation with EdgeLock SE05x Plug & Trust
Middleware provisioning scripts

AN12401

4.1

4.2

This section explains how to generate and inject your own credentials in EdgeLock
SE05x using the provisioning scripts included as part of EdgeLock SE05x Plug & Trust
Middleware. Please, use this procedure only if you prefer to generate your own keys
instead of leveraging the EdgelLock SE05x ease of use configuration.

Note: The key generation and injection procedure described in this section is only
applicable for evaluation or testing purposes. In a commercial deployment, key
provisioning must take place in a trusted environment, in a facility with security features
such as tightly controlled access, careful personnel screening, and secure IT systems
that protect against cyberattacks and theft of credentials.

Flash FRDM-K64F with VCOM software

Before running the EdgeLock SE05x Plug & Trust Middleware proviosioning scripts, we
need to flash the VCOM software into the FRDM-K64F board. To do so, follow the steps
detailed in Section 3.2.2.

Running GCP key provisioning script

To run the GCP provisioning script, follow these steps:

1. Open a command prompt and go to the C:\se050 middleware\simw-top
\binaries\pySSSCLI as shown in Figure 42:
Send >cd C:\se050 middleware\simw-top\binaries\pySSSCLI

& Command Prompt - O X

C:\seB50_middlew

Figure 42. Navigate to ssscli folder
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2. Runthe Provision GCP.exe executable as shown in Figure 43:
Send > Provision GCP.exe <VCOM NUMBER>

B C:\Windows\System32\cmd.exe - o X

R

S

-
"
¢
=
i
+
B

S

Figure 43. Generate and inject keys using the Provision_GCP.exe script

3. The key pair and the certificates should have been injected in the EdgeLock SE05x
and a copy of the credentials should have been created in the gcp folder as shown in

Figure 44:

pySSSCLI » gep v O

] Name Date modified Type Size

151 377822231953814008977749_device_certificate.cer
822231953814008977749_device_key.pem
8 377822231953814008977749_device_reference_key.pem

prime236v1.pem

5] rootCA_certificate.cer

8 rootCA_key.pem

Figure 44. List of provisioned keys and certificates

4.3 Publish device certificate in GCP

After provisioning the EdgeLock SE05x, we need to register the device certificate in
GCP. Go to the device creation menu in GCP and register the device certificate as
shown in Figure 45

1. Select ES256 X509 format
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2. Copy in the public key value field the content of
<device Uid> device certificate.cer file generated in Section 4.2

= Google Cloud Platform $* my-se050-project v

S‘R 10T Core & Create a device

Create a device in registry my-registry.

Device ID
my-device-id pySSSCLI » gcp
Device communication ~ Name =
® Allow
Block ;) 377822231953814008977749_device_certificate.cer |
Authentication ) £ 377822231953814008977749_device_key.pem
Input method .
® Eatirivanualy £ 377822231953814008977749_device_reference_key.pem
Upload £ prime256vi.pem
Public key format LﬂJ rootCA_certificate.cer
Lo £ rootCA_key.pem
ES256 Key.p
RS56 X509
7
Public key value
***** BEGIN CERTIFICATE-—--- fe]

MIIBy jOCAXACFBOU1MMSUNt jBOZMEe: UkmD1 111 pMACGCCOGSMAIBAMCMIGMM)SW
CQYDVQQGEwWJCRTEWMBQGA | UECAWNVmMXN YW1 2Qn JThYmFudDEPMAGGA 1 UEBWWGTGV1
GVUMRQHEE YDVQQKDALONF ALRGY tby 1 DQTESMBAGAT UECWWIRGY thy Vbl OMOSw
DQYDVQQDDAZKZWI vQBE xGTANBEkqhk GIwABCQEWCAR1BWIDQUBUE HAWHRCNHMTkx

MDAZMDC INT TwWhCNMj cwN jAZMDC 1NTTwi JBCMOswOQYDVQQGEW JCRTEQMAAGAT UE ﬂ
CgwHT1hQRGVL TUECWAEVWSpaDi 1UEAWAJDGY)

EWYHK0Z1230CAQYIKOZ L2 8DAQCDQEAE +ZF pDHWagby9gGpo/we 1TKas 10ZIBYN
CVB2JTEfYEyypk2FbIAtQtKCOIrKE TUOHTCaATE Y ++HDWTc/ AnieMTAKBEEank 0
PQODAENT ADBF A1 Ax5XUCIGNeK G FbvInUAGBOKENysHpt 1QyWOSSKNNAFAThAMRT ¥
e 3o P T1 ks i Tt A i &

Public key expiration date (0ot
Expires on:

Figure 45. Publish device certificate in GCP

4.4 Change GCP project settings

The key identifiers used are different for the EdgeLock SE05x ease of use configuration
and for the keys we have generated with the EdgelLock SE05x Plug & Trust Middleware
GCP provisioning script. Therefore, the last step is to update the key identifiers in the
MCUXpresso project as shown in Figure 46 .

1. Replace the other MCUXpresso project account settings as described in
Section 3.4.3.

2. Replace the #define SSS _KEYPAIR INDEX CLIENT PRIVATE variable with the
ID of the injected key pair (0x20181001).

AN12401 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2020. All rights reserved.
Application note Rev. 1.4 — 7 December 2020
534913 36/41




NXP Semiconductors

AN12401

EdgeLockTWI SEO05x for secure connection to GCP

3. Replace the #define SSS CERTIFICATE INDEX with the ID of the injected

certificate (0x20181002).

30 workspace - framKkS_mbecis.55_5cp_jut_demo/dem/ §cp/gcp ot conigh - MCUXpresso IDE
Fie Edt Souce Refactor Novigate Seach Puoject ConfigTook Run Anslysis FreeRI0S Window Help

~ Create orimport a project

New project.
port SOK example(s).

iport project(s)from fil system. [Closed Telnet Session]

~ Build your project
& suiid
o Clesn
EB-@2-8-

~ Debug your project

15 Debug
e

~ Miscellaneous
8 Edit project setings
B MCUpresso Config Tools>> v

Writable SmartInsert

w52 [ ®-R-@IULi@®-iBin|» N2 PILPNERRRICSILAKFH -0 - Q- O - - -CE-D-
& Proj.. 2 — e 2 = =0 | wvx = EwG ™ =0
c:starcig @ TS
#define GCP_PROJECT_NAME "my-5e@50-project-253412" 52|03
v 125 frdmk4f_mbedtls_ss3_gep_jut_demo < ~ #define GCP_LOCATION_NAME "europe-westl® Name Type Value
© Project Settings #define GCP_REGISTRY_NAME "my-registry”
2 Binaries
& o 216 (555 HAVE St0s0_C || 555_HAVE_SEos0 A)
& Includes Sdefine GCP_DEVICE A "ny-device-1-1d"
& Debug #elif SS5_WAVE SE030_B
< Go demo #define GCP_DEVICE_NAME "nxp-rsa-dev-01"
> @ common selse
e define GCP_DEVICE NAME "a7ich-dey-04"
& gep.client credential keysh e lendincp satrie "
[8 gep_default_root_certificatesh i ok
> i gep_iot_configh 49 #define GCP_IOT_MQTT_HOST “"mqtt.googleapis.com” ///< Cu MQTT HOST. The same will be used for Thing Shado:
[& gepIWTDemo_Main_iwip.c S0 #define GCP_IOT_MQTT_PORT 8883 111 WQTT/S
[& gep/WTDemorc 519 #define GCP_IOT_MQTT_CLIENT_ID \
52 PROJECT_NAME "/locations/" GCP_LOCATION NAME "/registries/” GCP_REGISTRY_NAME \
> B gcplWTDemo.n 53 devices," GCP_DEVICE_NAME ///< HQTT c1 be unique for every device
(& gcphtTask bnipc S #define GCP_IOT_MQIT_PUB_TOPIC */device.
& gepNTPGetEpoch Mip.c 55 #define GCP_IOT MQTT_SUB_TOPIC */device:
> & gepPubSub.c
ot ”
o hostlib .
s
[B) fel_sss_ferh
MR frAmiAdé mhadblc ccc nrn it ¥i
3
sendif /* SRC_SHADOW_IOT_SHADON_CONFIG_H_ *
O Quickstart Panel -a | & _SHADOW_TOT L H_ L
7 < >
MCUXpresso IDE - Quickstart Panel =
2] Project: frdmk6df_mbedts_sss_gep_jwt. demo (Debug] © Console 52 @ € EX% KEREP BO-08-=0
cteminated> frdmk6af mbedts sss watson. 9(C/ mbedtls s5¢ watson_demo.at

(7% MCU Application] &
[MCUXpresso Semihosting Telnet console for 'frdmk6af_mbedtls_sss_watson_demo LinkServer Debug’ started on port 62422 @ 127.0.0.1]

59:41 & O ne demo)

Figure 46. Update key identifiers in the MCUXpresso project
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5.1 Definitions

Draft — A draft status on a document indicates that the content is still
under internal review and subject to formal approval, which may result
in madifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included in a draft version of a document and shall have no
liability for the consequences of use of such information.

5.2 Disclaimers

Limited warranty and liability — Information in this document is believed
to be accurate and reliable. However, NXP Semiconductors does not

give any representations or warranties, expressed or implied, as to the
accuracy or completeness of such information and shall have no liability
for the consequences of use of such information. NXP Semiconductors
takes no responsibility for the content in this document if provided by an
information source outside of NXP Semiconductors. In no event shall NXP
Semiconductors be liable for any indirect, incidental, punitive, special or
consequential damages (including - without limitation - lost profits, lost
savings, business interruption, costs related to the removal or replacement
of any products or rework charges) whether or not such damages are based
on tort (including negligence), warranty, breach of contract or any other
legal theory. Notwithstanding any damages that customer might incur for
any reason whatsoever, NXP Semiconductors’ aggregate and cumulative
liability towards customer for the products described herein shall be limited
in accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to

make changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes

no representation or warranty that such applications will be suitable

for the specified use without further testing or modification. Customers

are responsible for the design and operation of their applications and
products using NXP Semiconductors products, and NXP Semiconductors
accepts no liability for any assistance with applications or customer product
design. It is customer’s sole responsibility to determine whether the NXP
Semiconductors product is suitable and fit for the customer’s applications
and products planned, as well as for the planned application and use of
customer’s third party customer(s). Customers should provide appropriate
design and operating safeguards to minimize the risks associated with
their applications and products. NXP Semiconductors does not accept any
liability related to any default, damage, costs or problem which is based
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on any weakness or default in the customer’s applications or products, or
the application or use by customer’s third party customer(s). Customer is
responsible for doing all necessary testing for the customer’s applications
and products using NXP Semiconductors products in order to avoid a
default of the applications and the products or of the application or use by
customer’s third party customer(s). NXP does not accept any liability in this
respect.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Evaluation products — This product is provided on an “as is” and “with all
faults” basis for evaluation purposes only. NXP Semiconductors, its affiliates
and their suppliers expressly disclaim all warranties, whether express,
implied or statutory, including but not limited to the implied warranties of
non-infringement, merchantability and fitness for a particular purpose. The
entire risk as to the quality, or arising out of the use or performance, of this
product remains with customer. In no event shall NXP Semiconductors, its
affiliates or their suppliers be liable to customer for any special, indirect,
consequential, punitive or incidental damages (including without limitation
damages for loss of business, business interruption, loss of use, loss of
data or information, and the like) arising out the use of or inability to use

the product, whether or not based on tort (including negligence), strict
liability, breach of contract, breach of warranty or any other theory, even if
advised of the possibility of such damages. Notwithstanding any damages
that customer might incur for any reason whatsoever (including without
limitation, all damages referenced above and all direct or general damages),
the entire liability of NXP Semiconductors, its affiliates and their suppliers
and customer’s exclusive remedy for all of the foregoing shall be limited to
actual damages incurred by customer based on reasonable reliance up to
the greater of the amount actually paid by customer for the product or five
dollars (US$5.00). The foregoing limitations, exclusions and disclaimers shall
apply to the maximum extent permitted by applicable law, even if any remedy
fails of its essential purpose.

Translations — A non-English (translated) version of a document is for
reference only. The English version shall prevail in case of any discrepancy
between the translated and English versions.

Security — Customer understands that all NXP products may be subject

to unidentified or documented vulnerabilities. Customer is responsible

for the design and operation of its applications and products throughout
their lifecycles to reduce the effect of these vulnerabilities on customer’s
applications and products. Customer’s responsibility also extends to other
open and/or proprietary technologies supported by NXP products for use

in customer’s applications. NXP accepts no liability for any vulnerability.
Customer should regularly check security updates from NXP and follow up
appropriately. Customer shall select products with security features that best
meet rules, regulations, and standards of the intended application and make
the ultimate design decisions regarding its products and is solely responsible
for compliance with all legal, regulatory, and security related requirements
concerning its products, regardless of any information or support that may
be provided by NXP. NXP has a Product Security Incident Response Team
(PSIRT) (reachable at PSIRT@nxp.com) that manages the investigation,
reporting, and solution release to security vulnerabilities of NXP products.

5.3 Trademarks

Notice: All referenced brands, product names, service names and
trademarks are the property of their respective owners.
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